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1 Overview
1.1 Purpose

The purpose of this document is to provide the necessary description of the Industrial Computer Architecture that will be a major component of the automation solution.  This description will be used to qualify available products in terms of functionality, capability and other operating requirements.  Ultimately this description will be sufficient to allow bidders to identify technology that match or exceed the desired capabilities. 

1.2 Definitions (delete and/or change as necessary)

· Thick Client – typically a hard disk based computer running Windows 2000 or XP that runs an application locally via a runtime license.  Graphics are processed locally, but data can be processed either locally and/or retrieved from a server.

· Thin Client – typically a diskless computer running Windows CE or an embedded OS that displays graphics and information locally, but doesn’t do any local data processing.  Graphics and data are retrieved from a central server. 

· Communications Protocol: A formal set of conventions governing the control of Inputs and Outputs between the two communicating processes.

· Ethernet:  A very high performance local area network standard providing the two lower levels of the ISO/OSI seven layer reference model, the physical layer and the data link layer.

· MMI: Man Machine Interface. Used to gather data from a wide variety of devices, animate the process/machine graphically based on the data, accept user requests and publish the data to a wide variety of other automation software.  Also commonly referred to as HMI or Human Machine Interface.

· Network:  An interconnected group of nodes, a series of devices, nodes or stations connected by communications channels.

· OI: Operator Interface. Used to provide a graphic representation of data from a process and to accept user commands to be fed back to the process.

· Operating System: A program that controls the entire overall operation of the system hardware / software.  

· PC Control: A control system, similar to a PLC, except that it runs on a standard Windows based industrial computer.

· SCADA: Supervisor Control and Data Acquisition.  Used in industry to monitor and control plant status and provide logging facilities.  SCADA systems are highly configurable, and usually interface to the plant via PLCs.
· TCP/IP: a protocol widely used across Ethernet networks for connecting computers and programmable controllers.

2 Technical Requirements

2.1 System Architecture

Covering both thin and thick client architectures.

2.1.1 Operating System for thick clients.

The operating system shall be Microsoft Windows 2000 or Windows XP.

2.1.2 Operating System for thin clients  -- for the server.

The operating system shall be Microsoft Windows 2000 or 2003 Server with Microsoft’s Terminal Server properly licensed and installed as an option

Operating System for thin clients  -- for the client.

The operating system shall be Microsoft Windows CE.NET 4.1 for the HMI/SCADA thin clients and Windows XP Embedded for thin clients used to display real-time information from a historian database.
2.1.3 Hardware Requirements for thick clients.

The system shall be capable of operating on a minimum configuration of:

· 1.3GHz Celeron up to 1.6GHz Pentium M

· 256MB RAM

· 40 GB hard disk space
· CD-RW or DVD+/-RW
· 1 USB port on the front bezel for easy access

· 3 USB ports in the rear

· 2 Ethernet Ports

Optionally, the system shall also be capable of supporting:

· Additional RAM memory

· Larger hard drive

· Stainless Steel Bezels
2.1.4 Hardware Requirements for thin clients  -- for the server.

The system shall be capable of operating on a minimum configuration of:

· 2.8GHz Pentium 4-based server

· 1 GB RAM

· 40 GB hard disk space

· 1 Ethernet port

Optionally, the system shall also be capable of supporting:

· Additional RAM memory

· Larger hard drive

· Touch-screen monitor

· Additional Ethernet ports

2.1.5 Hardware Requirements for thin clients  -- for the client.

The HMI/SCADA thin clients shall be capable of operating on a minimum configuration of:
· 800 x 600 TFT screen and/or 1024 x 768 TFT

· 32MB RAM, 32 MB Flash

· Type II compact flash slot

· 2 Serial Ports

· 2 Ethernet 10/100 ports

· 2 USB ports

The Information Portal thin clients shall be capable of operating on a minimum configuration of:
· 640 x 480 up to 1280 x 1024 resolution

· 256MB RAM

· 512MB Compact Flash

· 1 Ethernet 10/100 ports

· 3 USB ports

2.2 Common Components

2.2.1 HMI/SCADA thin clients must have the Integrated Terminal Services Client (a.k.a. Remote Desktop Connection) as part of the OS while the Information Portal thin clients must have Java 1.5 installed and Internet Explorer 6.0 at a minimum.

2.2.2 HMI/SCADA software

2.2.2.1 The HMI/SCADA software that resides on the server must support additional Terminal Server user licenses

2.3 Applicable Standards

2.3.1 Where appropriate the offering must be compliant with Microsoft Terminal Server standards.

2.4 Documentation

2.4.1 The system shall provide complete user documentation
2.4.2 Product Documentation must be available on the vendor’s web site for users to download.

3 Thick Client Functional Capabilities 

3.1 Diagnostics

3.1.1 The thick clients must have an OPC server capable of reading the hardware diagnostics of the computer such as temperature, etc.
3.2 System Keys

3.2.1 The thick clients must have system keys on the front of the unit that can pull up a soft keyboard, act as a right mouse click, etc. 

3.3 No “Moving” Parts

3.3.1 The thick clients must not have any fans or mechanical hard drives.

3.4 Expandable

3.4.1 The thick clients must have up to 3 PCI expansion slots.

4 HMI/SCADA Thin Client Functional Capabilities 

4.1 Full Screen Mode

4.1.1 Thin client must be able to display the HMI/SCADA screens in full mode with no visibility of the taskbar or connection bar.
4.2 Auto-Reconnect

4.2.1 If connection is lost to the server, the system must be able to automatically reconnect.

4.3 Auto-Run Server Application

4.3.1 Upon connection to the server, the thin client shall automatically run the HMI/SCADA application  

4.4 Local Printers 

4.4.1 Thin client shall support a Serial or Ethernet local printer connected to one of it’s local ports.

4.5 Input Devices

4.5.1 System shall support a built in virtual keyboard as part of the OS.  

4.5.2 The thin client shall support various external USB mice and keyboards.

4.6 Networking

4.6.1 The system shall be capable of supporting the TCP/IP Ethernet based Protocols.
5 System Acquisition & Management

5.1 Licensing

5.1.1 Licenses for the HMI/SCADA Terminal Service clients shall be included with the thin client hardware and licenses for the Information Portal shall be included with the Information Portal thin client hardware.

5.1.2 It shall be possible to license the HMI/SCADA software with one serial number and through one authorization event, whether that be with a hardware key or software authorization.

5.2 Security 

5.2.1 The security system shall control access to an automation application and control the operations that are permitted within that application.

5.2.2  Access to administrative functions needs to be limited to those with Administrative privileges.

5.2.3 The system should have an option for enforcing operations based on the highest level of permission for the specific user.

5.2.4 The system shall provide option for a unique combination of two distinct identification components (username and encrypted password).

5.3 Administration

5.3.1 Administration functions shall be available only to those users belonging to the administrator groups, or to those granted permission for the specific administrative function.

5.3.2 Administration of the system needs to be possible from any client.  The user must have appropriate permissions to access these functions.

6 Service and Support

6.1 Training

6.1.1 Both on-site and off-site training may be required for x number of personnel.  The manufacturer of the equipment/software or an authorized training partner of the supplier must provide trainers and training material. 

6.2 Installation Services

6.2.1 The vendor shall have the ability to provide qualified consulting and installation services. These services need to be provided either by the vendor or via certified partners.  Services include:

· Site Assessment

· Consultation

· Implementation

· Assistance and turnkey

· Validation services

6.2.2 Global Services

6.2.3 Vendor needs to be able to provide service and support the installations locally worldwide.

6.3 On-line Support Contact

6.3.1 The manufacturer or its authorized representative shall provide complete technical support for all of the products. This shall include headquarters or local training, regional application centers, and local or headquarters technical assistance. A toll-free (800) number shall be available for technical support.

6.4 Warranty

6.4.1 Vendor shall provide the option to purchase support contract.  This contract is to include:

· Telephone and Email support Mon-Fri 8:00AM to 8:00PM EST

· 24x7 Emergency Support

· Software Upgrades

· 24x7 Access to web based technical and support information

6.4.2 The vendor shall have a location on their web site where users can download software improvements, bug fixes, add-ons, components and so forth.  

6.4.3 The vendor shall provide an easy mechanism for upgrading and installing software improvements and for allowing a user to quickly ascertain what improvements have been installed.

7 Vendor Requirements

7.1 Approved Vendor / Manufacturer

7.1.1 Products supplied by GE Fanuc Automation and their associated subsidiaries have been pre-approved for this application.  Specifically PACSystems, Series 90 PLC’s, VersaMax I/O, Machine Edition, Manager, CIMPLICITY, iFIX, iHistorian, Real Time Information Portal, and Intelligence PanelClient are pre-approved.   Additional products can be provided assuming that they meet the equivalent functional and commercial criteria described in this document.

7.2 Development Life Cycle

7.2.1 The vendor must have an established documented development procedure.  This procedure must track customer requirements, development risk, and corrective action.  The procedure must include a product validation cycle.

7.2.2 The vendor must have a formal and documented set of quality assurance procedures that are applied to the engineering design, development, and documentation of the software. The presence of a formal quality assurance department shall be required.

7.2.3 The vendor must also demonstrate that it’s source code for the product is regularly archived with suitable backup.

7.2.4 The vendor must follow a documented configuration management system.

7.3 Product Life Cycle / Obsolescence

7.3.1 The vendor must have an established product life cycle policy.  Documentation of the product life cycle shall be available.
7.3.2 The vendor of the supplied product must have a formal obsolescence policy that describes the expected life cycle of product life cycle.  This needs to include a declaration of time period between product maturity and ultimately last buy opportunities.

7.4 Manufacturer Qualifications

7.4.1 The manufacturer shall have shown a high commitment to product, manufacturing and design process quality.  The manufacture shall be ISO9000 registered.

7.4.2 The manufacture shall have fully operational quality assurance and quality control programs in place.  Complete documentation describing the quality assurance and quality plan shall be available.

7.4.3 The software must be generally available (that is, non-custom).

7.4.4 Vendor needs to be certified under the ISO 9001-2000 guidelines.

[image: image2.png]


© 2004 GE Fanuc Automation, Inc.


