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1 General

1.1 Scope

This specification covers the technical requirements for a Microsoft Windows® based integrated and open, Process Control System consisting of the hardware, software, networks, and instrumentations required to execute regulatory control over a process.  The system shall have the ability to define, create, and execute a control strategy.   The control strategy development shall include function block programming capability, integrated database and graphical objects with the operator interface. 

Central to the design of the system shall be a Global Namespace which will provide the benefit of configuring a point once in the controller and allowing all other software components to receive the data for the point as it is broadcast from the controller.  A comprehensive function block library shall be provided to allow for the definition and execution of the control strategy, including the ability for alarm generation and management from within the controller though standard alarm function blocks.   

The operator interface shall exchange data in the form of discrete and analog values from the controllers.   An operator interface shall also be capable of performing graphical displays, displaying alarm information, and allowing user acknowledgement of alarms back to the controllers, logical functions, analysis, data handling operations, and can communicate with external systems over a network.  

The system shall support common fieldbus architectures including Hart, Foundation Fieldbus, and Profibus DP/PA.  

1.2 Definitions

HMI: Human Machine Interface. The technology used to provide a graphic representation of data from a process and to accept user commands to be fed back to the process.

Ethernet:  A very high performance local area network standard providing the two lower levels of the ISO/OSI seven layer reference model, the physical layer and the data link layer.

TCP/IP: a protocol widely used across Ethernet networks for connecting computers and programmable controllers.

Data Concentrator: A physical device that translates analog and digital information from attached I/O devices to a protocol that can be used with an HMI.

Communications Protocol: A formal set of conventions governing the control of Inputs and Outputs between the two communicating processes.

Network:  An interconnected group of nodes, a series of devices, nodes or stations connected by communications channels.

Operating System: A program that controls the entire overall operation of the computer system hardware / software.  

.

1.3 Warranty

1.3.1 Hardware Warranty 

The manufacture shall provide a warranty period of at least 1 year from the date of purchase for the hardware components of the system.

1.3.2 Software Warranty

Vendor shall provide a 90 day warranty on all software provided with the system along with the option to purchase a software support contract.  This contract is to include:

· Telephone and Email support Mon-Fri 8:00AM to 8:00PM EST

· 24x7 Emergency Support

· Software Upgrades

· 24x7 Access to web based technical and support information
The vendor shall have a location on their web site where users can download software improvements, bug fixes, 
add-ons, components and so forth.  

The vendor shall provide an easy mechanism for upgrading and installing software improvements and for allowing a user to quickly ascertain what improvements have been installed.

The manufacturer or it's authorized representative shall provide complete technical support for all of the products.  This shall include headquarters or local training, regional application centers, local or headquarters technical assistance and a "1-800" phone line.

1.3.3 Post Warranty Support 

Post warranty support shall be available as a separately purchasable item.

2 Manufacturer’s Qualifications

2.1 Manufacturer’s Standards

The manufacturer shall have shown high commitment to product, manufacturing and design process quality. The manufacturer shall provide both hardware and software products that comprise the system and shall have separately attained ISO9001 certification for each.

2.1.1 Industry Standards 

The Hybrid Control System shall conform to and take advantage of industry standard and de-facto standards. These shall include, but not be limited to:

· ODBC

· OLE

· ActiveX

· C programming language

· Visual Basic®

· Microsoft Windows 

· TCP/IP

· OPC

· HART

· Profibus

· DeviceNet

· Foundation Fieldbus

· S88

· 21 CFR Part 11

· Modbus 

· IEC1131

2.1.2 Process Controller Standards 

The process controllers shall be designed, manufactured, and tested in accordance with recognized industrial standards.

	AGENCY APPROVALS
	
	

	Type
	Standard
	Comments

	Quality Assurance in Design/Development, Production, Installation & Service
	ISO9000
	Certification by Underwriters Laboratories and British Standards Institute

	Industrial Control Equipment (Safety)
	UL508
	Certification by Underwriters Laboratories

	Process Control Equipment (Safety)
	CSA22.2, 142-M1987 or C-UL
	Certification by Canadian Standards Association or Underwriters Laboratories

	Hazardous Locations (Safety)

Class I, Div II, A, B, C, D
	UL1604
	Certification by Underwriters Laboratory 

	European EMC Directive
	CE Mark
	Certification by Competent Body 
for EMC Directive


	ENVIROMENTAL
	
	

	Type
	Standard
	Conditions

	Vibration
	IEC68-2-6, JISC0911
	1G @ 40-150Hz, 0.012in peak to peak @ 10-40Hz

	Shock
	IEC68-2-27 JISC0912
	15G, 11ms

	Operating Temperature
	
	0°C to 55°C inlet standard without fans for lower models and with fans for higher

	Storage Temperature
	
	-40°C to +85°C

	Humidity
	
	5% to 95%, non-condensing

	Enclosure Protection
	IEC529
	Steel cabinet per IP54: protection for dust & splashing

	EMC EMISSIONS
	
	

	Type
	Standard
	Conditions

	Radiated, Conducted
	FCC CISPR11; EN55011
	Part 15, section J, Class A

 

	EMC IMMUNITY
	
	

	Type
	Standard
	Conditions

	Electrostatic Discharge
	IEC801-2
	8KV Air Discharge. 4Kv Contact Discharge

	Radiated RF
	IEC801-3
	10Vrms/m, 80Mhz to 1000Mhz, modulated

	Fast Transient Burst
	IEC801-4
	2KV:power supplies, 1KV: I/O, communications

	Surge Withstand
	ANSI/IEEE C37.90a

IEC255-4
	2.5KV [cmn, diff mode]; power supplies, I/O [12V- 240V]

	Conducted RF
	IEC801-6
	10V, 150Khz to 80Mhz injected for communication cables > 30meters

	ISOLATION
	
	

	Type
	Standard
	Conditions

	Dielectric Withstand
	UL508, UL840, IEC664
	1.5KV for modules rated from 30V to 250V

	POWER SUPPLIES
	IEC1000-4-11
	During operation: Dips to 30% and 100%, Variation for AC ±10%, DC ±20% 


2.1.2.1 The manufacturer shall have a fully operational quality assurance and quality control program in place and shall comply with ISO9001 standards for "Quality Systems- Model for Quality Assurance in Design/Development, Production, Installation, and Servicing".

2.1.2.2 Complete product documentation describing installation, operation, programming and simple field maintenance shall be available in paper format and on CD-ROM.

2.2 Design and Manufacture

The supplier shall be a company who regularly designs, manufactures and services Process Control Systems including the hardware controllers and the system software.  

The manufacturer shall have a fully operational quality assurance and quality control program in place.

Complete documentation describing the quality assurance and quality plan shall be available.

The programmable automation controller and all of the corresponding components within the family of controller products shall be offered by a company who regularly manufactures and services this type of equipment.  It shall have attained ISO9001 registration.

2.3 Engineering Implementation and Support Services

The vendor shall have the ability to provide qualified consulting and installation services. These services need to be provided either by the vendor or via certified partners.  Services include:

· Site Assessment

· Consultation

· Implementation

· Assistance and turnkey

· Validation services
2.3.1 Project Methodology 

The vendor must also have a proven and documented project methodology based upon a Design for Six Sigma process that shall address the definition, design, development, testing, system staging, and deployment of the solution.  Formal tollgates shall be defined for the transition form each phase of the project.  

2.3.2 Integrator Network 

Manufacturer shall also have an established network of integrators who specialize in the application of the system to specific vertical markets and applications.  The manufacture shall be capable of acting in the role of prime contractor over a system integrator, or as a sub-contractor to a system integrator who is providing the Prime role.  Process integrators who possess specific process knowledge and experience shall be capable of system implementation as well as providing local system support.  

2.3.3 Support

The manufacturer or its authorized representative shall provide complete technical support for all of the products. This shall include headquarters or local training, regional application centers, and local or headquarters technical assistance. A toll-free (800) number hot-line shall be available for technical support.

2.4 Development Life Cycle

The vendor must have an established development life cycle that allows for traceability of features and functions throughout that life cycle.

The vendor must have a formal and documented set of quality assurance procedures that are applied to the engineering design, development, and documentation of the software. The presence of a formal quality assurance department shall be required.

The vendor must also demonstrate that its source code for the product is regularly archived both on-site and off-site in facilities suitable to withstand physical harm.

The vendor shall allow for on-site auditing of the development life cycle to ensure good practice.

2.5 Product Upgrades

The manufacturer shall make product upgrades available for purchase. These upgrades shall include both functional upgrades to add features or product options and version upgrades to take the product up to the currently offered product version or revision level.

2.6 Documentation

Documentation on use, maintenance, configuration, controller hardware, software and I/O devices shall reside on the system as displayable text and graphics and be provided on CD-ROM.

The online help system in the product needs to be context sensitive such that immediate help is available for the selected functionality.

2.7 Preferred Vendor / Manufacturer

2.7.1.1 Pre-evaluation has identified the Process Systems products from GE Fanuc Automation as the preferred solution.  Any proposed solution must include at a minimum the functionality contained in the current commercially available version of these products.

3 System Architecture Overview 
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3.1 Overall Design

The software of the system shall be designed to operate on a variety of computer platforms capable of running Windows 2000 or 2003 operating systems. It shall support industry standards, be modular in design, and adopt industry standards to allow easy integration with other manufacturing systems.  

The system shall provide a comprehensive set of software for the following: 

· programming the process controllers

· configuring and running the visualization display screens including real-time and historical trending  and alarm viewing and acknowledgement

· a true historian for the storage and retrieval of process data, and 

· change management software for tracking and auditing revisions made to the system software configuration

· a batch execution system that leverage the S88 standard

3.2 System Services 

The system shall provide for common services.  

3.2.1 Global Namespace 

These shall include a Global Namespace that will allow for a point to be configured in the controller, and then referenced and used by the software functions of the system.  

3.2.2 Licensing 

The system shall have a common licensing method for the system software.  Licensing shall be based on hardware keys.  The licensing shall allow for upgrades through the deployment of an upgrade license file and shall not require the exchange of hardware keys.  

Alarming 

The systems shall have common alarming where alarms can be configured in the function blocks and generated by the blocks running in the controllers.  Alarms generated in the controllers shall be received by the Operator Consoles.  Alarm Acknowledgements for alarms generated by the controllers shall be sent to the controllers to have the alarm state changed there.  State changes shall then be broadcasted back to all consoles.  

3.3 Engineering Workstations

A minimum of one Engineering Workstation shall be provided.  The primary function of the Engineering Workstation is to allow for the design, development, and documentation of the process system control strategy as well as the configuration of the visualization display screens that will run on the Operator Consoles.  The Engineering Workstations shall also be capable of running the visualization display screens of the Operator Console, and as such, can act as an Operator Console as well.  

The Engineering Workstation shall provide an integrated workbench from which these activities can be launched.   When control strategies and I/O tag references are developed, a global namespace shall be maintained so the operator interface can have access to the tags without the need to re-enter them.  Pre-built graphic objects shall be available from the operator interfaces that map to common control strategies for standard analog PID and digital control loops as well as standard visualization features like menus, alarm pages, grouped popups.  Alarms shall be configured in the process controller function blocks and carry through directly to the visualization display screens as well as launching the display screen from a control block inside the control strategy diagram.  It shall be possible to launch a display screen from the control strategy diagrams.

The Engineering Workstation shall run on a Windows 2000 or XP laptop or desktop computer.  It shall support on-line and off-line, CPU and I/O configuration and application program development shall be achieved with a PC compatible computer and programming and documentation software.  

The Engineering Workstation shall be connectable to the process controllers via a built-in serial communication port or through Ethernet TCPIP supporting the SRTP application protocol.   

The Engineering Workstation shall have access to the process control program, the CPU and I/O system configurations, all registers, CPU and I/O status, system diagnostic relays, and I/O over-ride capabilities.

The process control system shall support multiple Engineering Workstations by leveraging a change management system that manages project data/files.

3.4 Operator Consoles

A minimum of one Operator Console shall be provided.  The primary function of the Operator Console is to allow for the interaction of the operators with the process.  The Operator Consoles will be responsible for providing the visualization display screens, trend charts, PID faceplates, and alarm lists from the system.  Operators shall be able to provide supervisory control into the process controllers as well as acknowledging alarms.  

The Operator Console shall be a Windows 2000, 2003, or XP computer.  

3.5 Historian

The Process System shall provide a true Historian for the storage and retrieval of process data generated from the process controllers as well as other system generated data.   Data logging and retrieval based solely on SQL relational databases is not acceptable.  

The Historian shall run on a Windows 2000, 2003, or XP computer.  

3.6 Batch Execution Server

The option of a Batch Server shall be provided for applications requiring the management of batch execution.   

Batch Execution brings the power of  S88.01, IEC1131-3, OPC 2.0 and 21 CFR-11 to the manufacturing floor by providing the user with an easy to configure recipe management and batch execution system.  With class based recipes, the user has the ability to maximize their process equipment to the fullest by allowing the decision of which unit(s) will be assigned to the batch at recipe creation, during scheduling or dynamically allocated as you need it.  With the real-time archiving ability, you can capture all batch processing actions, including signatures, within a relational database.  If needed, a separate WorkInstruction module can be used that allows the recipe to trigger a set of manual instructions for the operator to perform – capturing operator and supervisor signatures.  The power of the batch execution server is exposed through a powerful automation interface that makes it easy to write your own applications within VB / VBA or any other scripting languages.  This allows the operator to customize their batching system to seamlessly integrate into their operating environment.

3.7 Process Controllers

The process controllers are responsible for running and executing the control strategy in real time with the devices and plant equipment.    Controllers shall be available with either a VME or PCI bus backplane.  

The process controllers must be capable of support the full spectrum of control applications including discrete, continuous, and batch.

3.8 FieldBus and I/O Support 

3.8.1 Fieldbus Support 

The system shall support at a minimum the following fieldbusses: 

· Hart 

· Foundation Fieldbus

· Profibus DP/DA 

· GE Fanuc Genius® 

· GE Fanuc EGD 

· DeviceNet 

· AS-i Bus  

3.8.2 I/O Support 

The system shall support at a minimum the following Inputs/Outputs devices: 

· GE Fanuc Versamax

· GE Fanuc Genius® 

· GE Fanuc RX3i backplane

· GE Fanuc RX7i backplane 

3.9 Networking 

The system shall support Ethernet as the network for communications between the Engineering Workstations and Operator Consoles and the Controllers.  The following network architectures shall be supported: 

· Simplex – A single network path runs from the computers to the controllers.  

· Dual Data Highway – Two network paths run from the computers to the controllers.  This provides for network redundancy (see Redundancy section).  

· Redundant Controller / Dual Data Highway - Two network paths run from the computers to two (or more sets of) controllers setup in a redundant configuration.  This provides for network redundancy and controller redundancy (see Redundancy section).  

3.10 Redundancy

The principle of redundancy in automated systems provides for switchover of functionality to a backup component in case of failure of a primary component. The switchover is considered automatic if no operator intervention is required.  Redundancy applies to both hardware and software, and implies minimal loss of continuity during the transfer of control between primary (active) and redundant (backup) components. Redundant systems reduce single points of failure, preventing loss of functionality.  The major levels of redundancy shall include:

· Process Controller

· Process Controller LAN or serial connections to server

· Computer networks

· Computer

Each level of redundancy provides a failover system that allows continuous system activity with minimal loss of data. The following sections briefly describe each level.
3.10.1 Process Controller Redundancy

The system shall support Process Controller redundancy.  Controller redundancy lets control transfer from a primary controller to a redundant one in case of failure.  When the primary controller comes back on line, control can be transferred from the redundant controller back to the primary with minimal loss of data.  The redundancy can be synchronous or independent. Synchronous systems coordinate control and handling of data between CPUs of the active and backup units, while in independent systems each controller acts like an active unit and is not constrained by the others.  

Controller Redundancy shall be provided via reflective memory through a high-speed dual fiber optic path between the controllers.  

3.10.2 Cabling Redundancy

The system shall support Cabling Redundancy.  Cabling redundancy involves separate physical connections to the same device.  The devices can be on a LAN or may require serial connections. Redundant cabling provides an alternate communication path to the device if the association with the host computer is lost due to failure of the primary path. The implementation of cable redundancy with respect to host monitoring/control systems differs with the device protocol involved.

3.10.3 Computer (Operator Station) Redundancy

The system shall support Computer Redundancy.  Computer redundancy of the system shall provide protection such that the failure of one operator station does not affect the performance, monitoring, or control capabilities of other operator stations.  

3.10.4 Computer Network Redundancy

The system shall support Computer Network Redundancy.  Computer network redundancy is similar to cabling redundancy, except it covers computer to computer communications rather than computer to process controller. Computer network redundancy provides an alternate network path in case of failure of the primary network.

3.11 Security 

The system shall provide a comprehensive role-based security strategy.  Role-based security shall restrict user access to different administration and system functions.  Access to administrative functions needs to be limited to those with Administrative privileges.  Access to all parts of the system needs to be limited to only configured users.  Access to the security system needs to be permission based, must prevent two administrators from changing the security settings at the same time.

The following functions must be supported within the security manager application:

· Enable/Disable user-based security 

· Define users, passwords and login names 

· Define groups to which users may belong 

· Define user and/or group rights/privileges 

System must provide an option for an “electronic signature” feature to validate the identity of any user for all configuration changes.  Client tools provided by the vendor that have the ability to modify the system shall utilize the electronic signature feature.  The electronic signature system shall provide a user configurable dialog message so that the client can customize the message.

The system shall provide for a unique combination of two distinct identification components (username and encrypted password) for electronic signatures typed in or captured by another input means.

The system shall log a user out or lock the engineering workstation or operator console after a specified inactivity time such that the logged in user or an administrator can unlock it.

4 System Configuration 

The Engineering Workstation shall host the process control logic developer and visualization configuration.  The process control logic developer shall support the ability to create and edit the control programs that will run in the process controllers.  The logic developer shall allow the user to view a navigation pane, drawing pane, and properties pane in the same window at the same time.  Selecting different function blocks within the drawing pane shall show their properties in the property pane.   

4.1 Process Control Logic Developer

The process control logic developer shall run on the Engineering Workstation and shall be such as GE Fanuc Proficy Logic Developer in features and operation and will be IEC 61131 compliant.

When in programming mode, the controller is connected to the logic developer software for downloading the developed program.  The logic developer shall run on the Engineering Workstations.  Version control, tracking, and auditing of logic programs and visualization screens shall be provided by Change Management.   Change Management will allow for multiple Engineering Workstations, however through a check out and check in procedure, prevent multiple people from changing the same aspect of the system at the same time.   

4.1.1 Global Namespace 

The development environment must support a centralized data manager that will support all of the variables used in a project, so as to avoid data entry duplication.  The global namespace that is created shall allow for a point to be configured in the controller and then referenced by the HMI visualization software, or historized in the historian without the need for the user to manually configure the point multiple times.  .

4.1.2 Object Re-use

The development system shall provide a repository of pre-configured object templates, which can be dragged-and-dropped into an automation application.  These objects can be as simple as a single ladder logic instruction, a PID faceplate, or a complete set of process control function blocks configured for a particular application.

The object repository shall be pre-populated with logic instructions, scripting commands, and graphical objects and can be extended by the user by selecting the object in logic or on a graphics panel and dragging it into the repository.

The object repository must allow objects to be shared across applications and support a mechanism to distribute the objects to various stations.  

4.1.3 Programming Languages Supported

The control environment shall support the ability to program in Function Block Diagrams, Structured Text, and Ladder Logic.  

4.2 Multi-Discipline Controller Languages 

Controllers in the system must be multi-discipline (allowing for function block, ladder, structured text, and C) to be handled at the same time.  There shall be a single logic developer capable programming the controllers in the multiple languages.  

4.3 Control Strategy Development Overview 

Control strategies shall be defined using Function Block Diagrams to represent the process control logic.  The Function Block representation shall be very close to the design representation making it straightforward for a variety of engineers to quickly understand the associated logic.  The strategies shall be created using the integrated development environment of the system with the ability to fully annotate the associated control strategy.    

It shall be possible using a combination of the provided blocks to implement typical process control functionality such as Adaptive Tuning, Basic PID loop, Cascaded PID loop, Feed Forward loop, Motor/Pump/Valve control loops, multiple output with a single control loop and balance demand, Force loop, and Ratio control loop.

The system shall provide full on-line help with descriptions of the Inputs, Outputs, and attributes for each block.  Examples of typical usage of blocks shall be provided for reference by new users.  The on-line help shall describe the associated operator interface representations of the control blocks.

It shall also be possible to create templates of portions of the logic Template Save/Reuse

4.4 Function Block Library 

A function block library containing the following blocks is required.  

	Process Blocks 

	Function Block 
	Mnemonic 
	Description 

	Adapt
	ADAPT
	Rate limits and maps Kp, Ki, and Kd to a PID function block

	Advanced Proportional Integral Derivative
	ADV_PID
	Provides two PID control algorithms: 

· Feedback control = proportional + integral + derivative action 

· Feed forward control = feed forward input + PLC output

Also provides Delta T calculation, adaptive tuning, and external reset.

	Analog Alarm
	ALARM_A
	Generates a single alarm condition on the Operator Console at a time. It can also create one or more BOOL output conditions in your block logic.

	Analog Input
	AI
	Calculates a process variable from the input analog variable based on the data quality of the input, and adds alarming to the process variable

	Analog Output
	AO
	Provides a descaled and optionally forced analog value

	Compare Deadband
	CMPDB
	Creates a Boolean output based on the input relational argument process variable, PV

	Compare Error with Deadband
	CMPERDB
	Creates a Boolean output based on the input relational argument process variables, PV1 and PV2

	Deadtime 
	DEADTIME
	Delays the input signal for a specified time with a "Bucket Brigade"

	Device Control Three State
	DC3S
	Controls and monitors a three-state device, for example, a pump or motor 

	Device Control Two State
	DC2S
	Controls and monitors a two-state device, for example, a pump, motor, or solenoid valve

	Digital Output
	DOUT 
	Reports if the variable assigned to the input is an I/O variable

	Discrete Alarm
	ALARM_D
	Generates a single alarm condition on the Operator Console at one time with three possible alarm states: 0, 1, and Toggle

	Discrete Input
	DI
	Calculates an output process variable from the discrete input variable based on the data quality of the input, and adds alarming to the process variable

	Function
	FUNCTION
	Uses linear interpolation to determine a value as follows: OP = f(PV)

	Indication Discrete
	INDICATION_D
	Passes the state of the connected Proficy Process Systems instruction to the Operator Console

	Latch
	LATCH
	Defines an S-R (set-reset) latch

	Leadlag
	LEADLAG 
	Performs a lead/lag calculation

	Moving Average
	MAVG
	Periodically calculates the moving average of an input

	Proportional Integral Derivative
	PID
	Provides two PID control algorithms:

· Feedback control = proportional + integral + derivative action 

· Feed forward control = feed forward input + PLC output

	Pulse Width Modulator
	PWM
	Controls the control variable by manipulating discrete devices with pulsed outputs whose widths modulate. PWM can operate in single or split range mode.

	Push Button
	PBUTTON
	Generates a temporary Boolean state to initiate events in Proficy Process Systems logic

	Rate Limit
	RATELIMIT
	Limits the rate of change of an input by a user-defined amount during a user-defined time period

	Scheduler
	SCHEDULER
	Schedules a particular parameter set (proportional gain, integral reset, and derivative time) for a PID function block, based upon the input scheduling parameter PV

	Sequence Begin
	SEQ_BEGIN
	Initiates a single sequence when its input parameter, EVT, is set to True

	Sequence End
	SEQ_END
	Ends a single sequence, when its input parameter, EVT, is set to True

	Sequence Jump
	SEQ_JUMP
	Enables exception jumping from one step (SEQ_STEP function block) in the sequence to another SEQ_STEP, SEQ_END, or SEQ_BEGIN function block within the same sequence

	Sequence Step
	SEQ_STEP
	Executes an operational step of a sequence

	Signal
	SIGNAL
	Generates a triangular, square, or sinusoidal waveform

	Simulate
	SIMULATE
	Models a process under control with a first order approximation

	Timed Event
	TIMED_EVT
	Generates a pulse to indicate that a scheduled or recurrent event has occurred

	Totalize
	TOTALIZE
	Periodically adds an input value to an accumulator value

	Bumpless Transfer
	XFER
	Creates a bumpless transfer from two inputs

	Advanced Math

	Function Block
	Block Name
	Description

	Absolute Value
	ABS
	Determine Absolute Value

	Arc cosine
	ACOS
	Determine Arc cosine

	Arc sine
	ASIN
	Determine Arc sine

	Arc tangent
	ATAN
	Determine Arc tangent

	Average
	AVG
	Determine Average

	Cosine
	COS
	Determine Cosine

	Exponential Function
	EXP
	Determine Exponential Function

	Exponential Power 
	EXPT
	Raise to the Exponential Power 

	Natural logarithm
	LN
	Determine Natural logarithm

	Logarithm
	LOG
	Determine Logarithm

	Moving Average
	MAVG
	Determine Moving Average

	Sine
	SIN
	Determine Sine

	Square Root
	SQRT
	Determine Square Root

	Tangent
	TAN
	Determine Tangent

	Batch

	Function Block
	Block Name
	Description

	Phase logic interface
	PLI
	Phase logic interface

	Batch Watchdog
	B_WATCHDOG
	Batch Watchdog

	Function Block
	Block Name
	Description

	AND
	AND
	Bit Operator - AND

	NOT
	NOT
	Bit Operator - NOT

	OR
	OR
	Bit Operator - OR

	Qualified OR
	QOR
	Bit Operator - Qualified OR

	Rotate Left
	ROL
	Bit Operator - Rotate Left

	Rotate Right
	ROR
	Bit Operator - Rotate Right

	SR Latch R Overriding
	RSLATCH
	Bit Operator - SR Latch R Overriding

	Shift Left
	SHIFTL
	Bit Operator - Shift Left

	Shift Right
	SHIFTR
	Bit Operator - Shift Right

	SR Latch S Overriding
	SRLATCH
	Bit Operator - SR Latch S Overriding

	Exclusive OR
	XOR
	Bit Operator - Exclusive OR

	Comparison

	Function Block
	Block Name
	Description

	Clamp
	CLAMP
	Clamp the value

	Compare
	CMP
	Compare values

	Compare with DB
	CMPDB
	Compare with DB

	Compare error with DB
	CMPERDB
	Compare error with DB

	Equality
	EQ
	Test for Equality

	Greater Than or Equal
	GE
	Test for Greater Than or Equal

	Greater Than
	GT
	Test for Greater Than

	Minimum / Maximum
	HILO
	Test for Minimum / Maximum

	Less Than or Equal
	LE
	Test for Less Than or Equal

	Less Than   
	LT
	Test for Less Than   

	Inequality
	NE
	Test for Inequality

	Range
	RANGE
	Test for the value in the specifiec Range

	2oo3 Voting
	VOTE
	Test for 2 out of 3 Voting

	Comment Block

	Function Block 
	Block Name
	Description

	Text 
	TEXT
	Text annotation

	Counters

	Function Block 
	Block Name
	Description

	Down counter
	DNCTR
	Counts down each time executed 

	Up counter
	UPCTR
	Counts up each time executed 

	Totalizer
	TOTALIZE
	Totalizes the values received

	Data Move
	
	

	Function Block 
	Block Name
	Description

	Bus read
	BUS_RD
	Bus read

	Bus read-modify-write
	BUS_RMW_BYTE
	Bus read-modify-write

	Bus read-modify-write
	BUS_RMW_DWORD
	Bus read-modify-write

	Bus read-modify-write
	BUS_RMW_WORD
	Bus read-modify-write

	Control access semaphore
	BUS_TS_BYTE
	Control access semaphore

	Control access semaphore
	BUS_TS_WORD
	Control access semaphore

	Bus write
	BUS_WRT
	Bus write

	Communication Request
	COMM_REQ
	Communication Request

	Fanout
	FANOUT
	Fanout

	Move
	MOV
	Move

	Muliplexer
	MUX
	Muliplexer

	Switch
	SWITCH
	Switch

	Transfer
	XFER
	Transfer

	HMI

	Function Block 
	Block Name
	Description

	HMI Analog Read
	MANUAL_SP
	Read an Analog value from the HMI 

	HMI Analog Write
	A_INDICATION
	Write an Analog to the HMI 

	HMI Discrete Write
	D_INDICATION
	Write an Discrete to the HMI 

	HMI pushbutton (Read)
	PBUTTON
	Read a HMI pushbutton value

	I/O
	
	

	Function Block 
	Block Name
	Description

	Analog input
	AI
	Read Analog input

	Analog output
	AO
	Write Analog output

	Digital input
	DI
	Read Digital input

	Digital output
	DO
	Write Digital output

	Math

	Function Block 
	Block Name
	Description

	Addition
	ADD
	Add values 

	Divide
	DIV
	Divide values 

	Remainder
	MOD
	Determine the Remainder of the division of 2 values 

	Multiplication
	MUL
	Multiply values 

	Negate
	NEG
	Negate values 

	Scale
	SCALE
	Scale value 

	Subtract
	SUB
	Subtract values 

	Program Flow
	
	

	Function Block 
	Block Name
	Description

	Program call
	Call
	Program call

	Sequence begin
	SEQ_BEGIN
	Begin a Sequence

	Sequence step
	SEQ_STEP
	Take a Sequence

	Sequence jump
	SEQ_JUMP
	Jump to another part of a Sequence

	Sequence end
	SEQ_END
	End the Sequence

	Timers

	Function Block 
	Block Name
	Description

	Off delay timer in hundredths of a second
	OFDT_HUNDS
	Off delay timer in hundredths of a second

	Off delay time in seconds
	OFDT_SECS
	Off delay time in seconds

	Off delay timer in tenths of a second
	OFDT_TENTHS
	Off delay timer in tenths of a second

	Off delay time in thousandths of second
	OFDT_THOUS
	Off delay time in thousandths of second

	On delay timer in hundredths of a second
	ONDTR_HUNDS
	On delay timer in hundredths of a second

	On delay time in seconds
	ONDTR_SEC
	On delay time in seconds

	On delay timer in tenths of a second
	ONDTR_TENTHS
	On delay timer in tenths of a second

	On delay time in thousandths of second
	ONDTR_THOUS
	On delay time in thousandths of second

	Timed event
	TIMED_EVT
	Timed event

	Timer in hundredths of a second
	TMR_HUNDS
	Timer in hundredths of a second

	Timer in seconds
	TMR_SEC
	Timer in seconds

	Timer in tenths of a second
	TMR_TENTHS
	Timer in tenths of a second

	Timer in thousandths of a second
	TMR_THOUS
	Timer in thousandths of a second

	Off delay timer
	TOF
	Off delay timer

	On delay timer
	TON
	On delay timer

	Timed pulse
	TP
	Timed pulse

	Type Conversion 
	
	

	Function Block 
	Block Name
	Description

	BCD to integer
	BCD4_TO_INT
	Convert BCD to integer

	BCD to real
	BCD4_TO_REAL
	Convert BCD to real

	BCD to unsigned integer
	BCD4_TO_UINT
	Convert BCD to unsigned integer

	BCD to double integer
	BCD8_TO_DINT
	Convert BCD to double integer

	BCD to real
	BCD8_TO_REAL
	Convert BCD to real

	Binary to Decimal Converter
	BINDEC
	Binary to Decimal Converter

	Decimal to Binary Converter
	DECBIN
	Decimal to Binary Converter

	Degrees to radians
	DEG_TO_RAD
	Convert Degrees to radians

	Double integer to BCD
	DINT_TO_BCD8
	Convert Double integer to BCD

	Double integer to double word
	DINT_TO_DWORD
	Convert Double integer to double word

	Double integer to integer
	DINT_TO_INT
	Convert Double integer to integer

	Double integer to real
	DINT_TO_REAL
	Convert Double integer to real

	Double integer to unsigned integer
	DINT_TO_UINT
	Convert Double integer to unsigned integer

	Double word to double integer
	DWORD_TO_DINT
	Convert Double word to double integer

	Integer to BCD
	INT_TO_BCD4
	Convert Integer to BCD

	Integer to double integer
	INT_TO_DINT
	Convert Integer to double integer

	Integer to real
	INT_TO_REAL
	Convert Integer to real

	Integer to unsigned integer
	INT_TO_UINT
	Convert Integer to unsigned integer

	Integer to word
	INT_TO_WORD
	Convert Integer to word

	Radian to degree
	RAD_TO_DEG
	Convert Radian to degree

	Real to double integer
	REAL_TO_DINT
	Convert Real to double integer

	Real to integer
	REAL_TO_INT
	Convert Real to integer

	Real to unsigned integer
	REAL_TO_UINT
	Real to unsigned integer

	Truncate double integer
	TRUNC_DINT
	Truncate double integer

	Truncate integer
	TRUNC_INT
	Truncate integer

	Unsigned integer to BCD
	UINT_TO_BCD4
	Convert Unsigned integer to BCD

	Unsigned integer to double integer
	UINT_TO_DINT
	Convert Unsigned integer to double integer

	Unsigned integer to integer
	UINT_TO_INT
	Convert Unsigned integer to integer

	Unsigned integer to real
	UINT_TO_REAL
	Convert Unsigned integer to real

	Unsigned integer to word
	UINT_TO_WORD
	Convert Unsigned integer to word

	Word to integer
	WORD_TO_INT
	Convert Word to integer

	Word to unsigned integer
	WORD_TO_UINT
	Convert Word to unsigned integer


4.5 Process Block Descriptions 

The process system requires function block instances that will perform advanced process operations on BOOL, INT, DINT, UINT, and REAL parameters. Parameters can be input, output, or configuration.  These shall include: 

4.5.1 ADAPT (Adapt)  

The ADAPT block rate limits and maps the adaptive tuning parameters Kp, Ki, and Kd to a PID function block instance. 

4.5.2 ADV_PID (Advanced Proportional Integral Derivative)  

The ADV_PID block consists of both of the following control actions:

Feedback control = proportional + integral + derivative action or Feedback control = Kp + Ki + Kd.

- and -

Feed forward control = feed forward input FF + Controller output OP.

The equation used by an ADV_PID function block instance to implement both control actions is as follows:

OP(s) = Kp(1 + (Ki/s))((Kds + 1)/((Kd/N)s + 1))ERR(s) + FF

where:

Kp is the proportional gain.

Ki is the integral reset.

Kd is the derivative time.

N is the derivative filter parameter.

OP is the Controller output.

ERR is the deviation between the input process variable PV and the Controller set point command SP.

FF is the input feed forward control action.

The Advanced PID has a remote setpoint switch (RSW).  The setpoint source for a standard PID block can only be set using the faceplate command.

The Advanced PID block can receive a remote setpoint from another PID block (cascade control), the RAMPSOAK block, or any analog variable.

The Advanded PID block has an automatic select (AS) input.  The Standard block can only be put into automatic mode by means of the faceplate command. 

The advanced PID block can be put into automatic mode via control strategy. 

The Advanced PID block supports adaptive tuning .  Adaptive tuning is control in which automatic means are used to change the type or influence of control parameters in such a way as to improve the performance of the control system.   

The Advanced PID block supports dynamic external reset and has an external reset reference (ERT) or external reset switch (ESW).   The advanced PID block allows the integral term to be reset dynamically using the external reset switch (ESW) and the external reset reference (ERT).  This feature is used when implementing a cascade or override control loop. 

The advanced PID block supports dynamic output clamping by means of the inputs HI and LO.  The maximum range of the PID output is given by difference of OP_MAX and OP_MIN.  The input HI can be used to clamp the output to a value less than OP_MAX given that it is greater than the lower clamp.  The input LO can be used to clamp the output to a value greater than OP_MIN given that it is less than the high clamp 

4.5.3 AI_DINT, AI_INT, AI_UINT, and AI_REAL (Analog Input)  

The four AI blocks can be used for any of the following:

An AI_DINT, AI_INT, AI_UINT, or AI_REAL function block instance can check the data quality of an AI_DINT, AI_INT, AI_UINT, or AI_REAL variable, respectively.

Add an alarm capability to a variable.

Calculate the output process variable PV from the input RAW value.

Add any analog value into logic and apply the above items to PV.

4.5.4 ALARM_A (Analog Alarm)  

The ALARM_A block is used for one or both of the following:

Generating a single alarm condition for an operator console.

Creating one or more BOOL output conditions in your logic.  

An analog alarm input varies over time and is at every point in time set to one of five possible states based on its value: LowLow, Low, Normal, High, and HighHigh, and/or one of three additional states: ROC_UP, ROC_DN, and Normal.

Acknowledging an analog alarm is done by setting the configuration parameter Ack State (ROC). You can also set a discrete alarm to AUTO ACK, where a connected controller automatically acknowledges the alarm.

You can enable or disable all states except for normal. That is, if the LowLow, Low, High, and HighHigh states are disabled, then the alarm state is always normal. The states LowLow, Low, High, and HighHigh, if enabled, must have a limit specified, which the analog alarm input must cross in order to enter or exit that state. 

4.5.5 ALARM_D (Discrete Alarm)  

The ALARM_D block sets the BOOL output ALM based on the BOOL input process variable PV. 

One alarm only appears on the Operator Console. The Operator Console can be disabled, so that ALM is set to On, but the Operator Console does not display the alarm.

Acknowledging a discrete alarm is done by setting the configuration parameter Ack State. You can also set a discrete alarm to AUTO ACK, where a connected controller automatically acknowledges the alarm.

Three possible alarm states: 0, 1, Toggle.

The alarm holds its current state for the duration of the value of the configuration parameter Debounce Time.

4.5.6 AO_DINT, AO_INT, AO_UINT, and AO_REAL (Analog Output)  

The four AO blocks always descale a value; that is, they convert the value of the input process variable PV to a value of the output variable RAW.

Note: If you do not want to descale a value, ensure that the configuration parameters Lower Control Range, Upper Control Range, Lower Engineering Range, and Upper Engineering Range all have the same value. 

4.5.7 CMPDB (Compare with Deadband)  

The CMPDB block compares PV to a user specified limit. The output is set to True if the comparison satisfies the configured relational argument. The argument PV can be greater than or equal to the limit or PV can be less than or equal to the limit. To prevent output cycling, the block also contains a deadband either below or above the limit, depending on the relational argument.

4.5.8 CMPERDB (Compare Error with Deadband)  

The CMPERDB block compares the absolute error between PV1 and PV2 to a user specified limit. The output is set to True if the comparison satisfies the configured relational argument. The relational argument can be configured to test for equality or inequality. To prevent output cycling, the block contains deadband.

4.5.9 DC2S (Device Control Two State)  

The DC2S block controls and monitors a two-state device, for example, a pump, motor, or solenoid valve.

The states of the device are as follows.

State 0: The output OP is set to Off (de-energized state).

State 1: The output OP is set to On (energized state).

4.5.10 DC3S (Device Control Three State)  

The DC3S block controls and monitors a three-state device.  

4.5.11 DEADTIME (Deadtime)  

The DEADTIME block delays the input signal for a time specified by the configuration parameter Execution Period with the configuration parameter Buffer Size. You choose the Buffer Size (maximum is 50 values).

DEADTIME reads a value during each execution period, and then shuffles the value into the first position in the buffer. All other values in the buffer are shuffled over one position. The output OP is the value in the last position in the buffer.

4.5.12 DI (Discrete Input)  

The DI block can be used for any of the following:

Check the data quality of the value of the variable assigned to RAW.

Add an alarm capability to the variable assigned to the process variable PV.

Calculate a process variable PV from the RAW input value.

Add any discrete value into logic and apply the above items to the output process variable PV.

4.5.13 DOUT (Digital Output)  

The DOUT block reflects whether the variable assigned to the output RAW is an I/O variable. 

Note: If you do not need to see a DOUT function block instance on the FBD editor printout, then you do not need to use DOUT. Instead, do one of the following:

Assign the input variable to an output parameter of another Proficy Process Systems function block instance.

Use the DOUT template in the ViewStation HMI of a Windows CE target.

In the Proficy Process Systems variable check out editor, check out the variable.

4.5.14 FUNCTION (User Specified Function)  

The FUNCTION block enables you to define a function f with a set of order pairs (x, y) in which every member of the domain is paired with one member of the range. When executed at run time, the block determines the function's dependent variable OP for a given independent variable PV, based on linear interpolation. The function is defined as follows:

OP = f (PV)

4.5.15 INDICATION_D (Indication Discrete)  

The INDICATION_D block passes the state of the connected Proficy Process Systems instruction to the Operator Console. 

4.5.16 LATCH (Latch)  

The LATCH block defines an S-R (set-reset) latch according to the LATCH Boolean truth table. A LATCH function block can be configured to have R Force S or to have S Force R. If both S and R are set to True, then the overriding input determines the output of the block. The reduced Boolean expressions are as follows:

OP(SR) = S & R & OPprevious | S 

OP(RS) = S & R & OPprevious | (S & R)

where:

S: reverse of the current state of the input S

&: logical AND

R: reverse of the current state of the input R

OPprevious: previous state of the output OP

|: logical OR

S: current state of the input S

4.5.17 LEADLAG (Lead or Lag)  

The LEADLAG block causes the output to lead or lag changes to the input.  The following formula is used:

 OP =  OPL + [(LEAD * (PV - PVL)) /  (LAG + t) + t * (PV - OPL) / (LAG + t) ]

  where:

OP: Output

OPL: Output from the last scan

LEAD: User-defined constant

LAG: User-defined constant

PV: Input value

PVL: Input value from the last solve of a LEADLAG function block instance

t: Time difference between the last scan and the current scan

4.5.18 MAVG (Moving Average)  

The MAVG block periodically calculates the moving average of an input.  

4.5.19 PBUTTON (HMI Push Button)  

The PBUTTON block enables an operator to initiate an event in the control logic by clicking or pressing a button on an HMI screen. Upon receipt of the HMI signal, the block resets the signal and generates a Boolean output for a pre-defined length of time.

4.5.20 PID (Proportional Integral Derivative)  

The proportional integral derivative (PID) function block instance consists of two control actions:

· Feedback control = proportional + integral + derivative action. This can also be expressed as:

Feedback control = Kp + Ki + Kd.

· Feed forward control = feed forward input FF + controller output OP.

The equation used by the PID function block instance to implement both control actions is as follows:

OP(s) = Kp(1 + (Ki/s))((Kds + 1)/((Kd/N)s + 1))ERROR(s) + FF

where:

· Kp is the proportional gain.

· Ki is the integral reset.

· Kd is the derivative time.

· N is the derivative filter parameter.

· OP is the PID controller output.

· s is time 

· ERROR is the deviation between the input process variable PV and the controller set point command SP.

· FF is the input feed forward control action.

4.5.21 PWM (Pulse Width Modulator)  

The PWM block controls a process variable, such as temperature, by manipulating discrete devices. The block outputs pulses that drive the discrete devices to a certain state. The pulse widths modulate based on the input variable CV, typically the output of a PID block. The block operates in single or split range mode.

4.5.22 RAMPSOAK20 (Ramp Soak Setpoint Generator)  

The RAMPSOAK20 block generates an output over time, based on a user specified profile. The profile consists of ten ramp/soak parameter settings, where each setting consists of a soak value (target), ramp rate, and soak time. Each parameter setting creates a ramp and soak segment.

4.5.23 RATELIMIT (Rate Limit)  

The RATELIMIT block limits the rate of change (ROC) of the input PV up or down. 

If PV is not changing faster than UP and DN, then PV is used as the output. 

If PV is changing faster than UP and DN, then RATELIMIT calculates a new acceptable value from UP and DN.

4.5.24 SCHEDULER (Scheduler)  

The following is true about the SCHEDULER block:

It is used with a PID or ADV_PID function block instance.

It schedules a particular parameter set (Kp, Ki, and Kd) for a PID function block instance based upon the input scheduling parameter PV.

It is useful to control a nonlinear process and where a PID function block instance changes the final control element, based on the input scheduling parameter PV. An example of this is a separate heating or cooling element. 

It can be used to adaptively change the PID parameters based on any independent variable. 

4.5.25 SEQ_BEGIN, SEQ_STEP, SEQ_JUMP, and SEQ_END (Sequential: Begin, Step, Jump, End)  

The four sequence blocks enable you to create sequential logic, that is, a sequence that contains multiple steps, as follows:

SEQ_BEGIN and SEQ_END are the beginning and end of a sequence, respectively.

SEQ_STEP can be used multiple times within a sequence to carry out the steps of the sequence. SEQ_STEP function block instances are always between one SEQ_BEGIN function block instance and one SEQ_END function block instance.

SEQ_JUMP function block instance enables exception jumping from one SEQ_STEP function block instance in the sequence to another SEQ_STEP, SEQ_END, or SEQ_BEGIN function block instance within the same sequence.

4.5.26 SEQ_BEGIN (Sequential Begin)  

The SEQ_BEGIN block initiates a single sequence. SEQ_BEGIN is initiated when the input parameter EVT is set to True.

The output parameter ACT determines if the entire sequence is active.

When ACT is set to False (default), the sequence is not active.

When ACT set to True, sequence is active.

The output parameter IDL determines if the entire sequence is idle.

When IDL is set to False (default), the sequence is not idle.

When IDL is set to True, the sequence is idle.

When the active step is the one associated with a SEQ_BEGIN function block instance, the sequence is idle, otherwise the sequence is active.

4.5.27 SEQ_END (Sequential End)  

The SEQ_END block ends a single sequence when its input parameter EVT is set to True. Each sequence has only one SEQ_END function block instance.

When the sequence reaches SEQ_END, all operational steps are complete. A SEQ_END function block instance can be configured to automatically go to a pre-defined step (usually the value of the configuration parameter Step Number of the associated SEQ_BEGIN function block instance so the sequence is ready to execute again) or wait until an event (the input parameter EVT of a sequence function block instance) in this sequence is set to True before transferring execution to the value of the configuration parameter Idle Step Number.

4.5.28 SEQ_JUMP (Sequential Jump)  

The SEQ_JUMP block jumps to a particular step (value of the configuration parameter Step To Jump To) when its input parameter EVT is set to True.

4.5.29 SEQ_STEP (Sequential Step)  

The SEQ_STEP block executes an operational step of a sequence. SEQ_STEP is initiated when the input parameter EVT is set to True.

A SEQ_STEP function block instance can execute based on elapsed time, an event, or both, based on the configuration parameter Operational Mode. If Operational Mode is set to 1, then in the configuration parameter Preset you must specify how long (in seconds) this function block instance is to be active. When the step is active (the value of the output parameter ACT is set to True), it remains active until the value of the Preset time elapses. 

If configured to execute based on an event (the configuration parameter Operational Mode is set to 0), then when SEQ_STEP becomes active (the value of the output parameter ACT is set to True), it remains active until the input parameter EVT is set to True. 

If configured to execute based on elapsed and based on an event (the configuration parameter Operational Mode is set to 2), then when SEQ_STEP becomes active, it remains active until the value (time in seconds) of the configuration parameter Preset elapses and the input parameter EVT is set to True. Once SEQ_STEP completes, the editor automatically executes the next sequential step in this sequence.

4.5.30 SIGNAL (Signal Generator)  

The SIGNAL block can be configured to generate a triangular, square, or sinusoidal waveform based on the configuration parameter Signal Selection.

4.5.31 SIMULATE (Simulate)  

The SIMULATE block enables a process under control to be modeled with a first order approximation. SIMULATE can be used to test control strategies and initialize tuning parameters.

4.5.32 TIMED_EVT (Timed Event)  

The TIMED_EVT block can be configured to generate a pulse to indicate that a scheduled or recurrent event has occurred.

4.5.33 TOTALIZE (Totalize)  

On each execution of the TOTALIZE block, the accumulator values R or NR increment by the value of the variable assigned to the input process variable PV and the configuration parameter Units per.

4.5.34 XFER (Transfer)  

The XFER block performs a bumpless linear transfer when switching between the input variables assigned to PV1 or PV2. A transfer does not occur when only one value changes in a single input parameter.

4.6 Process Systems Table Blocks    

The process system shall have table function blocks that calculate industry standard table entries by means of interpolation.

Notes:

The table function block instance can be used in FBD, LD, or ST.

The table function block instance supports SI and US measurement standards.

4.6.1 SaturatedSteamTable (Saturated Steam)  

Provides various values for saturated steam. The input can be one of pressure, temperature, density, or specific volume.

The input parameter US_SI_FLG enables the output to be in SI (metric) or US (non-metric or imperial) units.

4.6.2 SuperSteamCompWaterTable (Super Heated Steam Compressed Water)  

Provides values for both compressed water and superheated steam. The pressure tables require double interpolation to obtain most values. This is because the required values are often between the values of two separate pressure tables.

The input parameter US_SI_FLG enables the output to be in SI (metric) or US (non-metric or imperial) units.

4.7 User Defined Function Blocks 

The system shall have the ability for end user to create and save custom function blocks in a user library.  Structured Text is the preferred language to be used to define the logic, and users should be able to create the faceplates necessary to interact with the function blocks.  Attributes should include the ability to collect and store data in Historian, and other common function block functionality.  Finally, user defined blocks should support the ability to lock out unauthorized access to the function block logic.

4.8 PCI Controller Instruction Set

4.8.1 Programming Language

4.8.1.1 The process controller CPU shall be capable of solving an application programs whose source format shall be relay ladder diagram, Structured Text, C and Function Block Diagram.  All programming types shall be able to operate at one time in the controller. The language shall support relay, timers and counters, arithmetic, relational, bit operation, data move, conversion, and control functions.

4.8.2 Relay Functions

4.8.2.1 Relay ladder operations shall consist of the following contacts and coils:

Relay Functions

· Normally Open Contact

· Normally Closed Contact

· Coil

· Negated Coil

· Retentive Coil

· Negated Retentive Coil

· Positive Transition Coil

· Negative Transition Coil

· Set Coil (Latch)

· Reset Coil (Unlatch)

· Retentive Set Coil

· Retentive Reset Coil

4.8.2.2 Positive transition coils and negative transition coils shall function as leading and trailing edge one-shot coils respectively.

4.8.2.3 Contacts may be referenced any number of times within the application program.

4.8.2.4 A single rung may contain more than one coil.

4.8.2.5 There shall be a service that allows user programs to be checked for multiple coil use. This flag may be set to:

· Disallow more than one coil in a single rung

· Allow multiple coil use but generate warning messages

· Allow multiple coil use without warnings

4.8.3 Timers and Counters

4.8.3.1 Timer and counter operations shall consist of the following types:

Timers and Counters Functions

· Retentive On-Delay Timer (ONDTR)

· Simple Off- Delay Timer (OFDT)

· Simple On-Delay Timer (TMR)

· Up Counter (UPCTR)

· Down Counter (DNCTR)

4.8.3.2 The retentive on-delay timer shall behave as a stop-watch that increments time when enabled and holds the current timed value until receiving power flow to the reset input.

4.8.3.3 The simple on-delay timer shall increment while it receives power flow and reset to zero when power flow stops.

4.8.3.4 The simple off-delay timer shall increment while it power flow stops and reset to zero when power flow is present.

4.8.3.5 There shall be at least 10,666 programmed timers and/or counters available for use in application programs.

4.8.3.6 Each timer or counter requires the use of three 16-bit registers within %R memory for storage of the preset, the current value and a control word. These three registers shall be accessible to the user via a register reference.

4.8.3.7 The timers and counters shall not require an output reference, the output of a timer or counter can be used to energize a coil, or enable another function, such as a math function, or another timer or counter.

4.8.3.8 The time/count limit shall be either a programmed constant or shall be programmable via a register reference value.

4.8.3.9 The time shall be counted in tenths of seconds or hundredths of seconds, and the range for the timers and counters is 0 to 32,767 time units.

4.8.4 Arithmetic

4.8.4.1 The arithmetic operations shall support two data types, Signed Integer (INT), and Double Precision Integer (DINT). On the modular CPU, the Floating Point data type shall also be supported via floating point emulation. Arithmetic functions shall consist of the following types:

Arithmetic  Functions

· Addition

· Subtraction

· Multiplication

· Division (quotient)

· Modulo (remainder)

· Square Root

4.8.4.2 Signed Integers (INT) data shall be stored in 16 contiguous bits of memory, in 2’s complement notation. The range for Signed Integer Data shall be -32,768 to +32,767.

4.8.4.3 Double Precision Integer (DINT) data shall be stored in 32 contiguous bits of memory, double precision data is always signed. The range for Double Precision Integer Data shall be -2,147,483,648 to 2,147,483,647.

4.8.4.4 The arithmetic function blocks shall consist of 3 inputs and 2 outputs. The enable input shall begin the execution. When the function is enabled, the two data inputs are operated upon and the result is output. There shall also be an OK output that is always true when the function is enabled, unless an overflow or other error exists.

4.8.4.5 All of the Arithmetic functions shall be such that they can be cascaded together in a single rung.

4.8.5 Relational Functions

Relation Functions which are used to compare two numbers, shall operate on Signed Integer and Double Precision Integer data types, and shall consist of the following types:

Relational Functions:

· Equal To
Not Equal To

· Greater Than
Greater Than or Equal to

· Less Than
Less Than or Equal to

4.8.6 Bit Operation Functions

4.8.6.1 Bit Operation Functions shall perform comparison and movement operations on word data that is specified as a continuous string of data in 16-bit increments, with the first bit of the first word being the least significant bit, and the last bit of the last word being the most significant bit.

4.8.6.2 Bit Operation Functions that are used to perform Boolean operations on corresponding bits of two bit strings of the same length shall consist of the following types:

Boolean Functions:

· Logical AND

· Logical OR

· Logical Exclusive OR

4.8.6.3 Bit Operation Functions used to create an output string that is a copy of an input bit string, but with its bits inverted, shifted, or rotated shall consist of the following types:

Bit Functions:

· Logical Invert (NOT)

· Shift Left

· Shift Right

· Rotate Left

· Rotate Right

4.8.6.4 The shift functions shall allow for the user to specify the number of places that the array is to be shifted as an input, and provide the state of the last bit shifted out, and a copy of the shift register as outputs.

4.8.7 Data Move Functions

4.8.7.1 Basic data movement capabilities shall be provided by the following list of functions:

Data Move Functions:

· Move

· Block Move

· Block Clear

· Shift Register

· Bit Sequencer

· Drum Sequencer

· Range

· Communications Request

4.8.7.2 The movement of data (16 bit integer or word), as individual bits, from one location to another shall be accomplished by the Move function. The user shall be able to specify the length of the move.

4.8.7.3 The Block Move function shall provide the functionality to move a block of 7 constants (integer or word) to a specified location.

4.8.7.4 The ability to fill a specified block of data (word) with zeros shall be accomplished by the Block Clear function. The user shall be able to specify the length of the block.

4.8.7.5 The Shift Register function shall provide the functionality to shift one or more data words from a reference location into a specified memory location. All of the data within the Shift Register shall be accessible throughout the program from logic addressed memory.

4.8.7.6 A method of shifting a bit sequence through an array of bits shall be provided by a Bit Sequencer function. The function shall provide the ability to reset the sequence, change the direction of the bit pattern, or access the step location within the array.

4.8.7.7 A method of checking for a value to be contained within a group of values shall be provided in a Range function.  

4.8.7.8 Provisions to initiate communications with a specialized communication module shall be made through the use of a  Communication Request function. This function shall allow the process controller to behave as a master on a serial communication link, thus providing the ability to communicate master/slave or peer to peer with any controller or computer using the same serial communication protocol.

4.8.8 Table

4.8.8.1 Table operations shall consist of moving data into or out of tables and searching for data of values equal to, not equal to, greater than, greater than or equal to, less than  and less than or equal to a specified value. 

Table Functions

· Array moves

· Search Equal

· Search Not Equal

· Search Greater Than

· Search Greater Than or Equal to

· Search Less Than

· Search Less Than or Equal to

The array move feature shall be capable of implementing indirect addressing applications.

4.8.9 Conversion Functions

Two conversion functions shall be provided to convert a data item from a 4 digit Binary Coded Decimal 
(BCD-4) data type to a 16 bit signed integer and vice versa.

4.8.10 Control Functions

4.8.10.1 Control functions shall be provided to limit program execution, alter the way the CPU executes the application program, or provide special process controller services. The following Control Functions shall be provided:

Control Functions

· CALL

· Immediate I/O update (DO I/O)

· Comment rung (COMMNT)

· Master Control Relay (MCR, END MCR)

· Jump to a label  (JUMP, LABEL)

· Special Service Requests (SVCREQ)

4.8.10.2 An immediate I/O update function shall be provided for the update of all or a portion of the inputs or outputs for one scan while the program is running, or to update I/O during the program in addition to the normal I/O scan.

4.8.10.3 Additionally, the function shall provide a mean to read inputs into memory auxiliary to the true input table, and execute outputs from discrete memory alternate to the true output table.

4.8.10.4 A comment rung function shall be provided to enter a rung explanation in the program. The rung explanation shall have the capacity to hold 2048 characters of text. The memory required for the comment shall be independent of the program storage memory. The comment shall have the ability to be edited via the PC compatible programming software.  Comments shall be stored in the controller.

4.8.10.5 A master control relay function shall allow all rungs between the MCR and its subsequent END MCR function to be executed without power flow.

4.8.10.6 A method for structuring the ladder program shall be provided with the use of a JUMP Function. This will cause the program execution to jump to a specified location in the logic targeted by the location of the LABEL function.

4.8.10.7 Seven different special process controller service requests shall be accessible by the programmer by utilizing one of the Service Request Functions listed below:

Service Request Functions

· Change/Read Checksum Task State and

· Logical  Number of Words to Checksum

· Change/Read Time of Day Clock.

· Shut Down the PAC.

· Clear Fault Tables.

· Read Last Fault Table Entry.

· Read Elapsed time Clock.

· Read I/O Force Status.

4.8.10.8 The Data written by these service request functions shall be in BCD or Packed ASCII format, and written into user definable register locations.

4.8.11 PID Function

A single PID function block instruction must be provided by the CPU without any additional module. Two versions of this closed loop control algorithm (Proportional/Integral/Derivative) shall be available: 

· The standard ISA PID algorithm, which applies the proportional gain to each of the proportional, derivative, and integral terms; and

· The independent algorithm that applies the proportional gain only to the proportional gain term.

4.8.12 Subroutine Function

4.8.12.1 A single function block must be available to allow repetitive call of a function.  A password to protect the integrity of the subroutine must also be available.

4.8.12.2 A Subroutine may be called from within another subroutine. The nesting must be at least 8 deep.

4.8.12.3 A Periodic Subroutine shall be available that is executed once a programmable interval.  The interval shall be between 1 and 10 milliseconds.  The accuracy of the subroutine execution shall  be 50 nanoseconds.  Discrete I/O shall be available to update during the execution of the subroutine.

4.8.13 System Wide Function Blocks

The system shall support a set of function blocks that have system wide scope.

	Block Name
	Description
	Alarms Required

	ALARM_A
	Analog Alarm
	YES

	ALARM_D
	Discrete Alarm
	YES

	ADV_PID
	Advanced PID
	NO

	PID
	PID
	NO

	RAMPSOAK
	Ramp Soak Setpoint Generator
	NO

	TOTALIZE
	Totalized Flow Rate
	NO

	MANUAL_SP
	HMI Analog Read
	NO

	A_INDICATION
	HMI Analog Write
	NO

	D_INDICATION
	HMI Discrete Write
	NO

	PBUTTON
	HMI Discrete Read
	NO

	DC2S
	Device Control 2 State
	NO

	DC3S
	Device Control 3 State
	NO

	AI
	Analog Input
	YES

	AO
	Analog Output
	NO

	DI
	Discrete Input
	YES

	DO
	Discrete Output
	NO


The system wide properties of the function blocks include:

· A set of runtime variables that are broadcasted on the EGD highway.  These variables are necessary for human interfacing to the blocks for monitoring and control purposes.

· Graphical objects that can represent the equipment being controlled (i.e. the mimic) and/or the faceplate to interface with the function block.

· HMI properties such as area, engineering units, etc.

· Alarm information, if applicable.

4.9 VME Controller Instruction Set

The CPU or coprocessor shall be capable of solving an application program whose source format shall be relay ladder diagram, "C", Structured Text, or FBD.  The language shall support arithmetic, logical, and data processing, and control functions.

It shall be possible to divide user logic into multiple program blocks (structured programming).

Program blocks shall be called from the Main block or subordinate blocks based on conditional logic.  Blocks will not have to be executed every scan.  Blocks shall support symbolic memory, functional data types, global and local data, multiple blocks and variable declaration.  It shall be possible to reuse blocks using a file import/export function.

Four different functions shall be available to lock and unlock program blocks:

· viewlock (the block logic cannot be viewed)

· editlock (the block cannot be changed)

· permviewlock (viewlock that cannot be removed)

· permeditlock (editlock that cannot be removed)

It shall be possible to write program blocks in other programming languages such as "C", Structured Text, or FBD.

It shall be possible to perform a single sweep of logic for debugging purposes.

There shall be backplane driver support for third party integration.

4.9.1 Relay Logic

As a minimum, the basic relay ladder operations shall consist of:

normally open contact                 
jump

normally closed contact               
timer- on delay

latch contact                         
timer- off delay

oneshot contact- pos./neg.            
timer- elapsed

oneshot coil- pos./neg.               
timed interrupt

set coil                              
counter- up

reset coil                            
counter- down

negated coil                         
fault contact

retentive coil                        
no fault contact

negated retentive coil                
high alarm contact

continuation coil (multi-line rung
low alarm contact

continuation contact                  
transitional contact

for-next (counter & jump loop)        data initialization

Contacts may be referenced any number of times within the application program.  Multiple output references to coils (normal, latch, one-shot) shall normally not be allowed, but the programming workstation shall have the ability to disable and re-enable the coil checking operation.  Three checking modes shall be available:

Single         
single use only

Warn Multiple  
multiple use allowed with warning issued

Multiple       
multiple use allowed

The use of dummy reference addresses shall be possible. These variables will act as place holders for actual references.

4.9.2 Timers and Counters

There shall be up to 5000 programmable timers and counters.  The only limitation shall be the amount of program and register memory available. The time/count limit shall be either a programmed constant having a range of values 0 to 32767 or shall be programmable via a register value.  In this case the range of values shall be 0 to 32767. The accumulated count or current time shall be accessible directly from any location within the application program via a register reference. Each timer shall have a selectable time base of 1.0, 0.1 or 0.01 seconds.
4.9.3 Arithmetic
The arithmetic operations shall use simple data types in 16 bit or 32 bit integer representation.  Data types shall include signed integer, unsigned integer and signed double precision integer.  The operands of an arithmetic function may be register values or programmed constants. In general, power flow from the function shall indicate the status of the operation: success or error.

4.9.4 Single Precision

The single precision arithmetic functions shall use a 16 bit word length.  Unsigned operations shall be in pure binary and signed operations shall be in 2's complement format.

add- signed/unsigned          
divide- signed/unsigned

subtract- signed/unsigned     
modulo- signed/unsigned

multiply- signed/unsigned     
square root

mixed type multiply

4.9.5 Double Precision

The double precision arithmetic functions shall use a 32 bit word length in 2's complement format.

signed add                    
signed divide

signed subtract               
signed modulo

signed multiply               
square root

4.9.6 Relational

The relational functions are available to both single and double precision data types.

3 way compare                 
less than

equal                         
greater than

greater than or equal         
not equal

less than or equal
range 

4.9.7 Floating Point

Floating point math shall including the following functions:

add                     
inverse sine

subtract                 
inverse cosine

multiply                 
inverse tangent

divide                   
logarithm (base 10)

modulo                   
natural logarithm

square root              
exponential (e to the power x)

absolute value           
exponential (x to the power y)

sine                     
radian to degree conversion

cosine                   
degree to radian conversion

tangent

4.9.8 Data Operations

Data operations shall be performed using a combination of TABLE, MOVE, CONVERSION, BIT, and BIT MATRIX operators. The ability to import blocks of data from external sources such as spreadsheets shall be included.

4.9.9 Table

Table operations shall consist of moving data into or out of tables, and sorting tables by value.  Table elements shall be based on a 16 bit word and table length may be up to 256 words. 

Valid data types include word, double word, signed integer, unsigned integer and double precision integer.  In general, power flow from the function shall indicate the status of the operation.

table read                    
LIFO read

table write                   
LIFO write

array move                   
FIFO read

4.9.10 Move

The set of MOVE operations shall include the ability to word (16 bit) or multi-word data.  Also, programmed constants shall be capable of being moved into registers under control of ladder logic.

move                          
swap-bytes/words

constant block move           
VME read

memory block clear            
VME write

shift register                
VME read/modify/write

bit sequencer                 
VME test and set

communications request        
VME configuration read

data initialization           
VME configuration write

4.9.11 Conversion

The following data type conversion functions shall be available:

convert to integer

convert to unsigned integer

convert to double precision integer

convert to 4-digit BCD

convert to 8-digit BCD

convert to floating point

4.9.12 Bit Operations

A variety of bit operators shall be available which are capable of operating upon word (16 bit) or multi-word operands.  Power flow from the function shall indicate the state of the most significant shifted bit. The following bit operations shall be available:

· shift "n" bits left/right

· rotate "n" bits left/right

· bit set/clear/sense

· masked compare

A bit sequencer function shall be available, which is used to perform a bit sequence shift through an array.

4.9.13 Bit Matrix Operations

Bits within an "n" word array shall be capable of being operated upon as an entity.  The 
following operations shall be available:

· and

· or

· not 

· exclusive or

4.9.14 Control

The following operations shall be available to limit program execution and alter the way the 
CPU executes the application program:

4.9.15 Suspend all I/O service

4.9.15.1 Update a specified range of I/O.  This function may executed anywhere within the application.  It may be included within the application program multiple times, within the limits of the CPU scan time constraint.  Optionally, a copy of the scanned input may be placed in internal memory, rather than the input table.

4.9.15.2 Call a specified user program block.

4.9.15.3 Cause program execution to jump, bidirectionally, to a specified location in the logic.

4.9.15.4 The Master-Control-Relay function must execute so that all relay contacts that are attached to the power rail, between  the Master-Control-Relay and the Master-Control_Relay-End function are forced off when the Master-Control-Relay function does not power flow.

4.9.15.5 Provide a service request function to request special process controller services:

· Change/Read Constant Sweep Timer.

· Read window values.

· Change Programmer Communications Window state and values.

· Change System Communications Window state and values.

· Change Background Task Window state and values.

· Change/Read checksum task state and length.

· Change/Read Time of Day Clock state and values.

· Reset Watchdog Timer.

· Read Real Time Clock.

· Read Sweep Time.

· Read process controller run state.

· Stop PAC.

· Read/Clear fault tables.

· Read I/O Force status.

· Read Programmer/Controller ID.

· Mask/Unmask I/O Interrupt.

· Define user faults

4.9.15.6 Communicate with intelligent option modules using a Communications Request function block.

4.9.15.7 Provide a built-in PID function block with the capability of using either the ISA algorithm or the Independent Term algorithm. Additionally, the programming software must make provisions for loop tuning and include a graphic user interface for monitoring the PID set point and current value.

4.9.15.8 Indirect addressing of user references (supported by function blocks).

4.9.15.9 Interrupt based on user specified intervals (timed interrupts).  There shall be four time bases: 

0.001 sec., 0.01 sec., 0.1 sec., 1.0 sec.;  and four execution offsets:  

0.001 sec., 0.01 sec., 0.1 sec., 1.0 sec.

4.9.15.10 Control the programmer window, control the communications window and operate in the 
  constant scan mode.

4.9.15.11 Support For-Next looping allowing rung logic to be repeated a specific number of times.

4.10 On-Line Control Strategy

It shall be possible to modify control strategies on-line without disrupting the operation of other executing control loops.  The system shall be capable of modifying a single program file, single control strategy drawing, or single block without affecting the operation of other control loops in the system.  The system will track the control strategies downloaded to the controller and clearly provide information to the users on which control strategies have been downloaded to the controller.  It shall be possible to put associated control loops in Manual Mode prior to performing the online change.  Outputs shall be held at their last value during an on-line program change.

It shall be possible to drag and drop function blocks from a library into the drawing environment.  It shall also be possible to drag and draw connections between the outputs of blocks and the inputs of subsequent blocks.  

The system shall show the user any forced variables by underlining the values and allowing for a different color annunciation.  When the controller is off line, the programming environment shall show the configured initial values.  When the controller is on line, the programming environment shall show the current values as they exist and are updated in the controller.  When the program is executing, the environment shall show the animation of the logic “wires” in the drawings.  

The environment shall provide tooltips to display details on variables.  

The CPU or coprocessor shall be capable of being protected by a security password to prevent unauthorized people from making modifications to the program.  

4.11 Instrument Index Definition and Management

The instrument index information shall be stored in a database.  The information collected with each I/O point shall be comprehensive enough to capture all information associated with I/O including manufacturer, device operating characteristics, HMI information, mounting information, field wiring, and maintenance data.  It shall be possible to bulk load the instrument index using commonly available tools such as Microsoft Excel or Microsoft Access in order quickly pre-configure the instrument index with information provided by equipment suppliers.  The system shall support the ability to produce “as built” reports for the instrument index including the ability to produce customized reports.

4.12 Global Namespace Configuration 

The EGD configuration server is a repository of EGD exchanges from the PAC controllers. When EGD exchanges are created in a PAC controller, Logic Developer will update the EGD Configuration Server automatically. Application such as iFix and Historian will be able to browse the EGD Configuration Server for tag reference.

4.13 Maintenance and Commissioning

The system shall provide the ability to animate the Control Strategies with current values of the I/O and intermediate values read from the controller.  The viewer shall provide the ability turn animation data on and off, access and set the tuning parameters for blocks that can be tuned, and display the scaled and raw values for each I/O and intermediate value.  The system shall maintain a cross reference of variables used in the control strategies with the physical diagrams where they are used.  The system shall provide a capability to quickly locate a common variable on used on another control strategy diagram.

It shall be possible to display HMI graphics and the animated control strategies in the viewer simultaneously, with the objective of seeing the impact of HMI changes on the running control strategies.

5 System Visualization

The system shall provide industry leading HMI technology for the visualization and interaction required at the Operator Consoles.  The system shall provide full featured HMI visualization capabilities.  The visualization software must be manufactured by the system vendor.  Sourced or third party HMI software packages are not acceptable.  

5.1 Application Development 

5.1.1 Overview 

Visualization application development will be done on the Engineering Workstation.  Visualization application development should be done in the context of a "project".  A given system shall support concurrent application development and execution of the project.  Configuration of a project shall be fully dynamic so that objects may be added to or modified within the project without requiring a system restart.

System shall be furnished with application development tools for configuring projects. A utility should provide for interactive fill-in-the-blank transactions for configuring individual items. 

An interactive Graphics Editor package is required to develop screen layouts and to animate a given application.  

For ease of use, the editor shall include cut & paste as well as drag & drop support within a single window and among multiple windows and shall include undo/redo support.  Support for grouping and ungrouping sets of objects and for readily editing them while grouped are to be included.  Object alignment and spacing tools are required so those objects can be properly arranged on the screen.

The graphic screens need to be based on objects and not individual pixels. The object graphics will consist of an image and image attributes, such as size, color, and position that will define the properties of the object. The user will use tools menus and dialog boxes to change object properties. An object is defined as anything that can be created with drawing tools from within the package, an image imported into the package,  or any 3rd party ActiveX control. All properties, events, and methods of the object – including 3rd party controls – must be exposed to the system and available for the developer.

The system must support changing individual graphic files (“pictures”) at any time with no additional configuration, or requiring the system to be stopped, or restarted.

The editing package shall include a Wizard / Symbol / Object Library to permit the inclusion of pre-developed or third party graphic objects.  The editing package shall allow Objects/Wizards to be created with the native graphics and scripting language and added to the Library.  

A procedure editor shall be included to control setpoints and to perform window management.  The graphic editor shall include a scripting expression editor to develop application logic to control the graphics.

Graphic objects on these screens shall be linked through a common Ethernet global namespace to the controller program for the actual device.  Objects on the graphics screens can be configured with animation features, causing them to change color and/or position.  Text information can be printed to the screen alerting personnel to current point status.  Objects shall be dynamically scalable - both horizontally and vertically.

5.1.2 Graphic Creation

The system shall provide an interactive object-oriented editor or workspace that allows creation of graphic displays using a pointing device (for example, a mouse). 

A facility shall be provided that quickly toggles, via a mouse click or hot-key, between the graphic building and graphic runtime modes to speed display animation verification during the development process.

The software must be designed with the ability to make changes to the graphics while the system is running. Shutting down the system shall not be required to make changes.  If the graphics files are stored on a network file server then all machines will see the effect of any changes the next time the graphic is displayed.

5.1.3 Browser

Once an object is created, it shall be possible for the placed on a tree similar to Microsoft’s Explorer program for future re-use.

5.1.4 Properties Window

A properties window, exposing all properties for an object must be available. The properties window must support edit functions for any object selected.  

5.1.5 Object Duplication

Object properties must be passed when an object is copied. Copying should be able to occur from the tree browser or workspace. All properties must be passed on to the duplicated object and the name properties must automatically get changed. 

If an object is copied all of its scripts are copied with it.  If the script refers to a property of the object (or any item grouped within the object), the new copy will correctly refer to its own copy of the object.  

5.1.6 Object Drill Down

The system will allow the developer to “drill down” into any sub or grouped objects within any other object and change any property, script, or animation without the need to ungroup or otherwise modify the main object.

5.1.7 Graphic Sizing

Size will be based on logical units; not pixels and any logical unit may be used. Graphic screen design at one resolution must be able to run at a different resolution. A full screen option as well as the ability to add sizing borders to any graphic screen must be supported. Also graphic screens must have an option to enable the screen to always be on top and a title bar enabled / disabled option.

5.1.8 Active X Support

The graphic screens must be an active X document and have the ability to have third party ActiveX OCX, controls dropped in.

5.1.9 Graphics Pre-Loading

The system shall support the pre-loading (“caching”) of pictures to improve graphic performance.  The use shall be able to set a list of pictures to be pre-loaded when the system starts, or select a maximum number of pictures to be automatically cached in memory as the system runs.

5.1.10 Color Support

The graphics package shall provide support for an unlimited choice of colors with at least 256 colors supported at any one time. The user shall have the ability to create, save, and restore custom color palettes. Each color must have an associated name so users can selected from the color from the name of the color.

5.1.11 Color Changes

Color changes must be selectable from editing the individual foreground, background, or edge color property for each object.

5.1.12 Graphic Objects

At a minimum, the following object drawing tools must be supported:

· Rectangle/Square 

· Rounded Rectangle/Rounded Square 

· Oval/Circle 

· Straight Line 

· Polylines (two or more connected line segments) 

· Polygons 

· Arcs (curved line segments) 

· Chords (a curved line connecting a line segment) 

· Pie Shapes (wedges of a circle) 

· Text

· Pipes

· Connection Points

· Vertical and Horizontal connection lines

5.1.13 Graphic Development Operations

Operations that may be performed on objects or groups of objects must include the following:

· Select/Select All 

· Deselect/Deselect All 

· Change Color 

· Move 

· Nudge (move a single pixel at a time) 

· Cut 

· Copy 

· Paste 

· Clear 

· Duplicate 

· Group/Ungroup (objects within a group must be selectable without ungrouping) 

· Align (left, right, top, bottom, vertical center, horizontal center) 

· Space Vertically/Space Horizontally 

· Grid 

· Snap-to-Grid 

· Reshape 

· Zoom In/Zoom Out (50%, 100%, 150%, 200 %) 

· Send to Back/Bring to Front 

· Choice of line and fill styles 

· Reshape (add/delete/move points) 

· Flip horizontally/Flip vertically (mirror image) 

· Search and Replace tag names (including the use of wildcards) 

· Undo (the number of levels shall be user-configurable up to 50) 

· Cursor position (optionally on the display for exact object placement) 

· Rotation (center of rotation selectable from any part of the screen) 

· Space objects evenly (vertical & horizontal) 

· Make objects same size (height, width and both) 

5.1.14 Graphic Animation

Each display must have the ability to dynamically update elements in the picture. Defining the method for dynamic update shall be determined by a point and click operation.

5.1.15 Dynamic Properties for Objects

Dynamic properties that may be assigned to an object or group of objects must include the following:

Color changes:

· Foreground Color 

· Edge Color 

· Background Color

· Gradient Fill Color

Fill Percentage:

· Horizontal (Left/Right) 

· Vertical (Up/Down)

Position/ animation:

· Horizontal (X) 

· Vertical (Y) 

· Rotate 

· Scale

Script Language:

· Commands on down (mouse button or key) 

· Commands on up (mouse button or key) 

· Commands on mouse click 

· Commands on mouse double click 

· Commands on mouse move 

· Commands on edit

Fill Style:

· Solid 

· Hollow 

· Horizontal 

· Vertical 

· Downward Diagonal 

· Upper Diagonal 

· Cross Hatch 

· Diagonal Cross Hatch

· True Gradient Fill

Edge Style:

· Solid 

· Hollow 

· Dash 

· Dot 

· Dash Dot 

· Dash Dot Dot 

· Null 

Objects may be assigned more than one (1) dynamic property. In addition, objects within groups may have individual dynamic properties in addition to those dynamic properties assigned to the overall group.

For properties other than "Commands", configuration shall be by "point and click" operations; scripting or programming shall not be required.

When building object dynamic properties, the system must support configuration from a dialog box, pop-up menu and user customizable dialog boxes or forms.

Positioning property changes must support a method to get screen coordinates and automatically fill in the required coordinates for positioning.

The following animations and commands shall be supported 

· Fill 

· Rotate 

· Position 

· Scale 

· Visibility 

· Edge Color 

· Foreground Color 

· Background Color 

· Data Entry 

· Open Picture 

· Close Picture 

· Replace Picture 

· Open Digital Tag 

· Close Digital Tag 

· Toggle Digital Tag 

· Toggle Digital Tag 

· Acknowledge Alarm

5.1.16 Reusing Graphic Objects

A method shall be provided for allowing graphics objects or groups of objects to be re-used easily.  In addition to objects provided by the manufacture, the user shall be able to create their own library of objects for re-use.  

The developer shall be able to insert native language prompts that request appropriate tag or other animation information whenever the object or grouped object is reused in another graphic display. These objects, either single or grouped, shall be intelligent, Windows wizard-like objects, so that it is possible, for example, to have a single prompt request and substitute:

· A single tag name into multiple dynamic properties within the object 

· Multiple attributes (current value, high alarm limit, tag name, etc.) from a single tag into multiple dynamic properties within the object 

· Text into the object 

· Parameters within command language sequences

A library of these objects shall be included with the standard product. At a minimum, this library shall include:

· Pipes 

· Valves 

· Pumps 

· Motors 

· Tanks

· Bitmaps

The system must allow for bitmaps created by other packages to be imported into the graphics, Bitmaps must support a transparent mode and Metafiles must import as objects not just bitmaps. At a minimum the system must support .bmp, .msp, .jpg, wmf, pcx, ico, cur, psd, epr, and wpg.

5.1.17 Tag Aliasing and Tag Group support

The system must support a means of creating single picture that can use any one of a number of different data sources.  For example, the system will provide a PID faceplate “pop up” picture that when opened can display different data from different PID function blocks in the controller, based on which item PID block the user selected.  The manufacture shall provide a PID block and associated faceplates as well.  

The system shall allow the user to create a picture by inserting tag substitution strings in any link in a picture.  A separate tag group file will then be used to cross-reference the substitution strings with the data source. When the graphic is opened, the user can either specify the tag group file to use, or the operator can be prompted.

The tag substitution strings shall be insertable into any data link, variable, or animation in a picture and can be combined to create concatable  strings.  (e.g., String1 + NODE + String2).

The tag substitution strings shall also be fully supported in the scripting environment.

A tag group editor shall be provided to assist in the creating of tag group files.  The editor shall be able to browse any picture and automatically create a list of all unique tag substitution strings in a picture.

5.1.18 Documenting Graphic Displays

Printing of graphic displays in color and black and white shall be supported via the standard Microsoft Windows Print Manager in both the graphics development and runtime environments.

5.1.19 Operator Entry Methods

There shall be provided a flexible, Microsoft Windows standard methodology of operator interaction with the system.

5.1.19.1 Input Devices

The system shall support a variety of input devices, including:

· Mouse or Trackball 

· Touch-screen 

· Keyboard (standard or function-style)

The support for and use of any of these entry devices shall be as provided within Microsoft Windows or by the manufacturer of the input device. As appropriate, simultaneous support for multiple of these devices shall be provided.

5.1.19.2 Item Selection and Data Entry

Items on a display shall be available to have their values changed by the operator, as appropriate. Selecting an item for data entry shall be done with the use of a pointing device or keyboard. The selected item will be highlighted by a box surrounding it.

The system must support the following data entry methods:

· Numeric Data Entry 

· Slider 

· Pushbutton 

· Ramp Value Entry 

· Alphanumeric

Each data entry type must be configurable to require confirmation if so desired. The use of third party active X controls may be used.

5.1.20 Command/Scripting Language

The scripting language used by the system should be Microsoft’s Visual Basic for Applications (VBA) (at least version 6.4 or above) or similar. Scripts can be simple or complex and allow users to automate operator tasks, and create automations solutions.  

5.1.21 Scripting language requirements:

· Animation of objects in pictures. 

· Automatic generation of pictures or objects. 

· Read from, write to, and create database blocks. 

· Automatically run other applications. 

· Incorporate custom security features. 

· Create custom prompts and messages for operators. 

· Access ODBC or ADO data sources. 

· Incorporate and communicate with third party and custom Active X controls. 

· Write custom wizards for frequently performed tasks and offer as Toolbars

· Allow use of global scripts and global variables. 

· Scripts become part of the graphic screen. 

· Properties, methods, and event of Graphic objects created within the graphic editor or Third party Active X controls used in the graphic screen must be exposed to the scripting language.  

5.1.22 Global Scripts and Variables

The ability to have scripts and variables available across all graphic screens. These global scripts and variables must get loaded when the system is started.

5.1.23 Multimedia Capability

Support for standard Windows 2000 multimedia capabilities, including audio and video, shall be provided.

5.2 Faceplates 

When configuring the visualization software it must be possible to associate a faceplate with a process function block configured for the controller through the Global Namespace.  All of the points associated with the function block shall be automatically associated in the visualization software with the faceplate graphic.  

5.3 Runtime Visualization 

Screens created by the visualization software will be used by the operator to monitor and control the process. Real-time values being read from the field devices shall be capable of being displayed in a variety of user-configurable formats.

Setpoints from the Operator Console shall be sent to the process controllers.   New values generated in the process controller shall be broadcast to the Operator Consoles via EGD and not require polling of the data.  

Alarm acknowledgements from the Operator Console shall be sent to the controller that generated the alarm.  The controller shall then broadcast the new state of the alarm to allow all Operator Consoles to be updated with the new and current alarm state.  

5.4 Data Trending

The trending module shall be capable of supporting one or more embedded trends within the runtime graphics user interface.  The following types of trends shall be supported:

· Trends with Multiple Y Axes

· Trends with Multiple X Axes

· Trends with multiple time periods

· Reference curves

Trend charts shall support: 

· Any number of pens 

· Displays run time and historical data on same chart 

· Allow the user to insert data (i.e., lab data) into a chart

· Configurable time span 

· Configurable trend direction (left to right and right to left) 

· Configurable Zoom 

· Scrolling Grid 

· Ability to invert Hi and Low limits 

· Minimum of 5 line styles for pens 

The trending option shall support display of an unlimited number of pens on a single trend chart. Each pen shall display either dynamically updating data or provide seamless access to historical values based on user request. In addition, user shall be able to compare data from different time periods.

Trending shall support the creation and re-display of files with reference data from the currently displayed trend. This export capability shall produce "CSV" format files so as to be compatible with standard office automation tools such as spreadsheets and databases.  The trending module shall support reading data from "CSV" files for the display of data collected or generated by other applications within the visualization framework.

Users shall be able to analyze trend data by scrolling through time, changing the range for point displays, zooming into an area of the trend and selecting a new time period to display.

Printing of trend charts is required.

Trend layout shall be highly configurable including colors, tick marks, legends, title, and fonts.  The update rate for data being displayed from log files shall be configurable.  The data being trended shall be configurable.  

Trend data can be supplied from multiple sources including current point data, data from .CSV files, and data logged to a database.  Data displayed by the trend manager shall support time-based or on-change based sampling.

Trending shall support the display of array points.  Arrays can be interpreted as independent variables or as a time series of a single variable.  The latter case supports buffering of data in high speed sampling applications.

The ability to select any numeric value or values being displayed on a graphic screen and quick trending the values shall be provided.  There shall be no need to have pre-configured graphic screens created to display the quick trends.

5.5 Alarm and Message Handling

The system shall be capable of displaying alarm conditions forwarded from the system controllers.  Alarms can be filtered based upon location, priority and other user-selectable criteria.   All operator consoles shall receive the alarms from the controllers.  When an alarm is acknowledged from an operator console screen the acknowledgement shall be sent to the controller, and the response sent back to all operator consoles.  Therefore, if the alarm is acknowledged on one machine then all machines will see that it was acknowledged.  

In addition to handling alarms generated by the controllers, the ability to handle alarms generated by the visualization system or other systems shall be provided. 

The alarm text associated with each alarm shall be configurable.

5.5.1 Alarm Types

Analog input or alarm variables shall have the following alarm types:

· High High 

· High 

· Low 

· Low Low 

· Time rate-of-change 

· Bad input from I/O 

· Alarm Disable 

· Off Scan 

· Deadband

Digital input variables shall have the following alarm types:

· None 

· Change of state 

· Open 

· Close

5.5.2 Alarm Priorities and Filters

The system shall support at least 3 alarm priorities for each alarm type: High, Medium and Low. A filtering mechanism shall be provided so that the operator can adjust the system alarm priority.

5.5.3 Time Stamping

A time stamp must be included with every alarm or message. 

For alarms generated in the controllers, this time stamp will be generated by the function blocks and will indicate the time and date that the alarm or message was generated. 

For alarms generated outside of the controllers and received in the visualization system, the timestamp of when the alarm is received will be used unless the system generating the alarm passes a timestamp into the system.  

5.5.4 Alarm Summary Display

The system must offer an alarm summary display as a pre-defined, customizable, ActiveX control within the graphics package. This alarm summary display must show a list of active alarms in the system. As new alarms are detected, entries are made to the display list. As the alarm conditions clear, the entries are removed from the list.

In addition to being able to configure the placement of the information (tag name, current value, descriptor, time of alarm, and alarm status), the user shall be able to specify the color codes to be used to indicate the various alarm conditions.

Alarms can be acknowledged from the alarm summary display either individually (by clicking on an alarm acknowledgment field) or for all alarms in the queue.

The alarm summary display must provide sorting and filtering capabilities. The user shall be able to filter on alarm area(s), alarm status and alarm priority. The user must be able to sort on time, tag, alarm area, alarm priority and alarm status. The user must be able to display field or fields about the alarm block in a column format and do complex filtering.

5.6 OPC Client and Server Interface

The visualization software shall support an OPC interface in both client and server modes. In the server mode, OPC aware applications (clients) shall be able to access data managed by the visualization software.  The OPC Client interface shall support the use of third party OPC Device Communication Servers.  The OPC Server interface shall allow for point information collected and maintained by the visualization software to be sent to OPC applications requesting the data.  

6 System Historian

The system shall provide a true Historian for the recording and retrieval of process data gathered or generated by the system.  Historians based solely on SQL relational database technologies are not acceptable.  

6.1 Historian Performance

The data historian shall provide a minimum sustained performance rate of at 20,000 values per second at the largest tag configuration.

The data historian shall support at least 100,000 tags on a single PC.  

The data historian shall be developed as a high-speed time-based process historian that does not require the use of 3rd party relational databases for operation or installation.

The data historian shall provide 1 millisecond time stamp resolution.

The data historian shall be able to store 32 bit floating point numbers, including time stamps and quality in no more than 4-5 bytes.  If storing millisecond then the system may occupy one additional byte for a maximum of approximately 6 bytes per record.

The data historian shall provide automatic time-based indexing between different tags without adversely impacting storage performance.  E.g.,  A user shall not need to add another “column” to each record to store the batch ID since the batch ID column would add several more bytes to each record archived.

6.2 Administration & Configuration

All administrative functions (e.g., tag configuration, archive maintenance, etc.) must be configurable via a 100% browser based interface (Internet Explorer) without the need for any 3rd party ActiveX controls on the client computer.  

A non web-based administration tool shall also be available so that a web site is not required for system configuration.  

The user shall be able to browse and add tags from any of the data sourced (e.g., OPC). 

All configuration changes must be “on-line” without the need to stop & re-start the data historian.

System must provide for the automatic creation of archive files and the ability to automatically overwrite the oldest archive for unattended operation.

The system shall provide a method for backing up all on-line/active archives on-line without the need to stop the archive system.

6.3 Historian Security

System must utilize Windows NT/2000/XP tag and role-based security.  

Role-based security shall restrict user access to different administration and system functions.  At a minimum these shall include:

· Security administrators

· Tag maintenance

· Archive file maintenance

· Data collector maintenance

· Data readers

· Audited writes

· Unaudited writes

Tag-based security shall be configurable on a tag-by-tag basis and shall include the following:

· Readers

· Writers

· Administrators

Security system must support both local and domain-based security.

System must provide an “electronic signature” feature to validate the identity of any user for all configuration changes.  All client tools provided by the vendor that have the ability to modify the system shall utilize the electronic signature feature.

The electronic signature system shall provide a user configurable dialog message so that the client can customize the message.

6.4 Audit Trail

The data historian shall come with an automatic audit trail mechanism that stores all configuration changes, user connections, security violations and performance metrics.

The audit trail shall be stored with the data in the archive file covering the same time period so that the user only needs to manage a single file for all data and audit messages for any given period.

The audit trail shall not be modifiable – a user may insert custom messages, but once stored an audit message can not be modified or deleted regardless of the user’s security privileges.

6.5 Tag & Data Collection

The system shall provide a graphical interface to browse and add tags from any supported data source.   Added tags will automatically determine the data type, description, tag name from the data source.

All configuration changes shall be performed on-line with no restart required.

The system shall utilize UTC for time stamping data so that it is unaffected by daylight savings time or regional time differences.

Data collectors shall support synchronizing time stamps to a central server time so that all data has the same relative time stamps.

System shall support both polled and exception-based data collection.  

· The minimum polled collection interval shall be 100 milliseconds.  

· The minimum for exception-based collection shall be 1 millisecond.

· Unsolicited tags shall have a method to throttle/limit the rate of unsolicited data writes.  E.g., no faster than every 5 seconds.  

· System shall provide both a collection rate and a collection offset configuration.

· Collection rates shall be configurable using intuitive seconds, minutes, hours drop down select lists.

System shall support 1 millisecond time stamp resolution.

System shall support the following native data types:

· Single integer (2 bytes)

· Double integer (4 bytes)

· Single Float (4 bytes)

· Double Float (8 bytes)

· Scaled floats (scaling a float across 2 bytes)

· Fixed length string (of any length)

· Variable length string (of any length)

· Binary Large Objects (BLOBs of any size)

System shall provide for input scaling (e.g., automatically scale a 0-4096 input to 32-212 degrees F)

System shall provide a dead banding compression algorithm (+/- limits around a process value). 

· The dead banding compression system shall be performed on the remote data collection PCs so that values that do not exceed the dead band are not reported to the server and do not consume network bandwidth.

· The dead banding shall have a “time out” feature so that a value is stored at a regular interval regardless if it has not exceeded the dead band.

· The dead banding shall be configurable as a % of the engineering limits.

System shall provide a rate of change compression algorithm (+/- limits around the real-time slope of the process)

· The rate of change algorithm shall have a “time out” feature so that a value is stored at a regular interval regardless if the slope deviation has not been exceeded.

· The rate of change compression limits shall be configurable as a % of the engineering limits.

System shall ensure that data spikes are properly represented in trend and client tools.  E.g., if a value has been stead-state for several periods and suddenly spikes to a high value trends will properly display this as a spike/step change and not a ramp.

System shall provide for recording time stamps from either a collector PC or from the OPC/PLC tag.

Data collectors shall have an automatic store & forward mechanism to ensure that data is not lost when disconnected to the data archiver.

· The store & forward mechanism shall not require the user to pre-allocate a buffer file, or set a maximum buffer file size.  Instead, the system shall provide for utilizing available disk space up to a user configurable limit.

· The store  & forward mechanism shall automatically detect when the archiver is available and forward data from the buffer files while simultaneously collecting all incoming data.

· Data collectors shall not require a hardware key or other licensing on the collection PC.

Once installed, data collectors shall automatically register and configure themselves with the data archiver service without the need for any additional configuration on the archiver.

A user shall be able to store comments with any collected data.

6.6 Calculation Engine

6.6.1 Architecture and Data Collection

· The system shall provide a calculation engine for the automatic calculation and analysis of both incoming and archived data and then storing the results of the calculation in the data historian as a tag value.

· The calculation engine shall be configurable so that it can be installed on a PC, or several PCs that are remote from the data historian.

· The calculation engine shall have a store & forward mechanism to ensure that calculated results are not lost if the connection to the data historian is down.

· The calculation engine shall have a recovery logic system so that any updates to trigger tags (calculation inputs) cause the calculation to re-fire.

· The calculation tags shall be configurable to execute both as polled or unsolicited/trigger-based tags. 

· The minimum poll rate shall be 100 milliseconds

· Unsolicited tags execute their calculation whenever an assigned trigger tag receives a new value, time stamp or change in quality.

· Calculations shall support an unlimited number of trigger tags.

6.6.2 Calculation Functions

The system shall support the following calculation functions:

· Browse and select any historian tag as an input to the calculation

· Current/last stored value of any tag

· Previous values of a tag

· Next value of a tag

· Interpolated values

· Current/previous/next time stamp

· Current/previous/next quality  

· Historical time-weighted Average

· Historical time-weighted  Minimum 

· Historical Maxim 

· Historical time-weighted standard deviation 

· Historical time-weighted total

· Historical count of samples

· Historical raw average 

· Historical raw standard deviation

· Historical raw total

· Time of minimum sample

· Time of maximum sample

· Total time that a sample was good

6.6.3 Calculation Configurations

· The system shall support filtered calculations so that and of the above calculations are automatically filtered/limited based upon another tag’s value.  E.g., Calculate the minimum amps (tag 1) over the previous day, but exclude any samples in which for the same time period the line voltage (tag 2) was 0. Or, return the average for tag 1, while the batch id (tag 2) = ‘ABC’

· Calculations shall support full visual basic scripting within the calculation.

· Calculations shall be configurable using the same administration tools (web and non-web) including all visual basic scripting and functions.

· The system shall have tools to assess the time that a calculation takes to execute, as well as a means of disabling calculations that exceed a configurable maximum execution time. 

· The calculation shall be stored in the audit trail along with a full history of modifications and the time, date and user that made the modifications.

· The calculation engine shall have a manual recalculation engine so that calculations can be applied to legacy data and values stored alongside the legacy data as if the calculation engine had been executing in real time when the legacy data was archived.

6.7 Client Tools

6.7.1 Microsoft Excel

The data historian shall come with a Microsoft Excel tool bar so that users can readily extract data and develop reports using Excel.

· The excel add-in shall provide for the ability to import or modify tags

· The excel add-in shall provide for the ability to import or modify stored data.

· The excel add-in shall provide for the ability to import and view comments for any stored data

· The excel add-in shall not require the user to know the SQL query language

· The excel interface shall provide for automatic recalculation if any cell is changed – e.g., a tag name, time periods, selected calculations and so forth.

· The excel interface shall be supplied with sample reports that can be customized by the user.

6.7.2 Calculation Functions

· Browse and select any historian tag as an input to the calculation

· Current/last stored value of any tag

· Previous values of a tag

· Next value of a tag

· Interpolated values

· Current/previous/next time stamp

· Current/previous/next quality  

· Historical time-weighted Average

· Historical time-weighted  Minimum 

· Historical Maxim 

· Historical time-weighted standard deviation 

· Historical time-weighted total

· Historical count of samples

· Historical raw average 

· Historical raw standard deviation

· Historical raw total

· Time of minimum sample

· Time of maximum sample

· Total time that a sample was good

· The system shall support filtered calculations so that and of the above calculations are automatically filtered/limited based upon another tag’s value. E.g., Calculate the minimum amps (tag 1) over the previous day, but exclude any samples in which for the same time period the line voltage (tag 2) was 0. Or, return the average for tag 1, while the batch id (tag 2) = ‘ABC’

6.8 OLE DB

· The data historian shall come with an OLE DB interface so that data can be extracted and viewed by client applications such as SQL Server and Crystal Reports.

· The OLE DB interface shall provide access to all server time-weighted calculations as described in the Microsoft Excel section above.

· The OLE DB interface shall be read only (i.e., Select statements) so that data and configuration can not be modified via SQL.

· The OLE DB interface shall provide SET statements and other functions so that time-weighted calculations and reports can be easily extracted.  E.g.

· E.g., The user shall be able to get the hourly average of a tag or several tags, regardless of how frequently they were collected by entering a statement such as shown below:

· SET Intervalmilliseconds= 1Hour, Start Time=Yesterday, EndTime=Today, CalculationMode=Average
Select Timestamp, Value from RawData where Tagname = Tag1 or Tagname= Tag2

· SET statements shall include functions as shown below:

· Today, Yesterday, Now, Beginning of month, etc.

· Interval = hours, minutes, seconds (for evenly spaced reports)

· The OLE DB interface shall provide access to all system configuration, audit messages, and data

6.9 Visualization Connectivity

· The data historian shall have native connectivity to the visualization part of the system

· The visualization interface shall provide the user with a drop down list to specify different time zones the data shall be represented (since the historian must store data as UTC so it can be represented in any relative time zone) 

· The visualization interface shall provide the ability to select if charts will reflect time changes due to daylight savings time.  E.g., when the clocks move forward in the spring the visualization chart will display 1:00 AM and then 3:00 AM.

Web Interface

The data historian shall have a 100% web-based client interface to browse, chart and display data.

6.10 Downtime Analysis

· The data historian shall have an automatic down time detection and analysis engine

· The down time system shall not require the user to modify the PLC or SCADA logic to perform down time analysis or Boolean condition checking.

· The down time system shall allow for creating several custom detection models that can automatically pinpoint the location, reasons, fault and equipment of down time.

· The down time system shall come with an model that can automatically determine the location of a fault by analyzing the state (blocked, starved, unavailable) of upstream and downstream pieces of equipment.

6.11 Global Namespace Configuration of Historian Tags 

The system’s Global Namespace shall allow the system historian to select the tags required for historization.  The ability for the historian to browse into this namespace for the selection of the tags is required.  

7 System Change Management 

The process system will offer a Change Management feature, tightly integrated with the system development menus.  The ability to check out and check in files, complete with developer comments and Optional Electronic Signature authentication will be supported via right click menus in the system development environment.  The user will not have to go to another application in order to manage application files from a remote Change Management server.  Change Management will apply to all application files that make up a system.

The Engineering Workstation of the system shall include the Change Management software that is used to administer the Automation Management functions and stores the managed configurations.  Change Management shall be applied to the process systems logic developer and visualization software applications.  

7.1 Change Management Security 

The security of the Change Management portion of the system needs to be able to synchronize with existing network (Windows NT/2000) domain security.  The domain server will authenticate passwords. Use of the NT/2000 security will allow enforcement of the 21 CFR Part 11 guidelines, which include password expiration, and enforcement of a unique user ID.

Access to administrative functions needs to be limited to those with Administrative privileges.  Access to all parts of the system needs to be limited to only configured users.  Access to the security system needs to be permission based, must prevent two administrators from changing the security settings at the same time.

Change Management must provide multi-level security with Users and Groups. Groups need to be definable at the site and can by job function, location, or using other criteria.  Permissions assigned to groups will enforce the functionality available for those users.  Change Management should support various groupings of users that can have assigned roles and capabilities specific to the configuration management system.  A user can belong to one or more groups.  The system should enforce operations based on the highest level of permission the groups will provide that user.

The system shall provide for a unique combination of two distinct identification components (username and encrypted password) for electronic signatures typed in or captured by another input means.

In the event of reaching the maximum number of failed login attempts, the system shall block the user account and notify the administrator by means of a message.

The system shall log a user out or lock the workstation after a specified inactivity time such that the logged in user or an administrator can unlock it.

7.2 Version Management

The version control system shall allow for an unlimited number of versions.  The system shall provide automatic version numbering meaning it shall automatically increment version numbers as changes are checked into the system. Version numbers shall not be editable.  The system shall have the facility to add version comments as each version is saved.

The system shall provide an interface for reporting on revision history of a specific program.  

It should not be possible to delete historical versions from the system through the user interface.

The system shall allow the ability to revert to a previous version of a file or project without deleting the newer versions in the system.

To make modifications to a project or configuration file, the system needs to require a Check out process. This check out process needs to be able to limit one person to have check out status at a given time.  While one user has a project checked out, other users shall have the ability to retrieve a read only copy of the project file(s).

The ability to designate a master version shall be available.  The master version should be permission based such that only those with proper authority can designate it.

It needs to be possible to retrieve an older version of a document in a read only format.

7.3 Electronic Signature

The system should be able to handle the addition of electronic signatures to authorize changes or deletion of projects.  The number of signatures and the verifications shall be configurable for each project.  Changes to the configuration of the Electronic Signature system shall be indicated in the Audit Trail.

Electronic signatures shall include user verification and one or two signatures per any project or configuration change.

The user submitting the changes must be verified prior to seeking the approvals.  The user submitting the changes must be forced to enter a change comment to describe the changes.

Users should have the ability to enter comments at time of signing and the system should allow for comments to be selected from a predefined list or entered in a free from text box.

Users from pre-defined authorization groups shall perform authorization.

21 CFR part 11 guidelines shall be enforced during the signature process.  The user submitting the change cannot approve the changes, and when 2 signatures are required, the 2 users must be unique.

Change record in the Audit Trail must provide the user initiating the change, and the one or two authorizing signatures with comments.

7.4 Audit Trails

The Audit Trail database shall be configurable for one of Access, SQL Server, or Oracle.

The Audit trail database needs to be able to be secured if using SQL Server or Oracle, such that it cannot easily be tampered with.

The system shall record user and administrative actions in the system.

Changes made by the user to projects (i.e. Check in, Check out, Open, etc.) shall be logged in the audit trail database.

The database shall store as a minimum:

•
Date and Time in UTC format

•
User ID and Full user name

•
Location or PC Name

•
The action that was performed (Check in, Check out, etc)

•
User comment

If electronic signature is enabled:

•
User verification and comment

•
Authorization user with comment

•
Second Authorization user with comment

Audit Reports - Audit reports need to be available in a human readable format, either through a built in reporting tool, or 3rd party tools.  The delivery of the reports shall be in a format, such that they cannot be tampered with.

The actions that trigger an audit entry should be configurable based on the product type and general actions such as login/logout.

Changes to the audit configuration shall be recorded be the audit trail itself, such that if an audit is turned off, it is traceable to the individual that made the change.

7.5 Administration

Administration functions shall be available only to those users belonging to the administrator groups, or to those granted permission for the specific administrative function.

Administration of the system needs to be possible from any client.  The user must have appropriate permissions to access these functions.

Administrator group shall have access to all functions in the system.

7.6 User Interface

Interfacing with the system should be available by a client interface using a WEB browser.  

System shall require a standard explorer style interface to access projects.

7.7 Software Connectivity

The system shall allow for the use of standard ODBC database connectivity to access the Audit Trail.

8 PCI Backplane Controllers

8.1 General

8.1.1 The system shall consist of rugged components designed specifically for industrial environments. A complete system shall consist of one or more racks containing I/O modules, interconnected by signal cables.

8.2 Packaging

8.2.1 All components shall be housed in structurally secure enclosures.

8.2.2 The controller CPU shall be modular. It shall be fully enclosed within a durable plastic shroud. When mounted on the system base, the modular CPU shall not occupy more than two available slots.

8.2.3 The I/O system shall be modular. Each module shall be fully enclosed within a durable plastic shroud. When mounted on the system base, each I/O module shall not occupy more than one available slot.  Loops shall be part of the module for securing field wiring.

8.2.4 There shall be at least two sizes of I/O bases available. One shall hold up to 12 I/O modules and the other shall hold up to 16 I/O modules.  The base shall support a high speed serial bus and a high speed PCI bus.

8.2.5 I/O modules shall be retained in their slot by a hinge on the upper rear edge and snap on the lower rear edge of the baseplate. Removing the module shall require no tools.

8.2.6 I/O modules shall be installed in any available slot in the CPU or expansion baseplates, and shall require no tools for insertion and extraction.

8.2.7 I/O modules shall connect electrically to the baseplate via a pin and socket connector.

8.2.8 I/O modules shall be fully enclosed in a plastic covering protecting the electronic circuitry from exposure.

8.2.9 Base shall include an integrated grounding bar at the bottom of the base for securing shields and commons from field devices to minimize noise into the modules.

8.3 Durability

8.3.1 All components within the controller family shall be manufactured with a high degree of durability.

8.3.2 All switches and other operator-controlled devices shall be of the size and durability for the intended use as is normally offered for industrial applications.

8.3.3 All signal cables furnished by the manufacturer shall be constructed so as to withstand, without damage, all normal use and handling.

8.4 Parts Interchange

8.4.1 In order to minimize spare parts stocking requirements, the controller family shall have a high degree of interchange capability. The power supply, battery should all operate equally well regardless of the CPU being used.

8.4.2 The system shall incorporate a modular design using plug-in assemblies with pin and socket connectors.

8.4.3 Wherever possible, all assemblies and sub-assemblies performing similar functions shall be interchangeable.

8.4.4 The system design shall accommodate the replacement of assemblies without having to disconnect field wiring. Wherever possible, removable connectors shall be used to connect field wiring to the individual circuit board assemblies.

8.4.5 All major assemblies and sub-assemblies, circuit boards, and devices shall be identified using permanent labels or markings each of which indicates the manufacturer’s catalog number, product manufacturing date code, UL and C-UL certifications.

8.5 Environmental Conditions

8.5.1 All components of the controller system, except CRT terminals and programming workstations, shall meet the following environmental specifications:

8.5.2 Storage Conditions:

Temperature: -40 to 85 degrees Celsius

Operating Conditions:

Temperature: 0 to 60 degrees Celsius

Humidity:

5 to 95% relative humidity, non-condensing

8.6 Power Supply

8.6.1 Types of Power Supply

The power supply shall be one of two types:

· Type 1: High Voltage, High Capacity AC/DC

A wide range supply operating from a voltage source in the range of 180 to 264 VAC and 90 to 125 VDC, providing 40 Watts of power.     The power supply shall be no more than two modules wide.

· Type 2: Low Voltage, High Capacity DC

A 24VDC power supply operating from a 12 VDC to 30 VDC voltage source. provide 40 Watts of power.  Power supply shall be a single wide module.

8.6.2 Specifications

The power supply shall contain internal diagnostics to detect over temp and over load conditions.  

LEDs on the power supply shall indicate over temp and over load.  This diagnostic information will also be available to the CPU.

The power supply shall support hot insertion.

Multiple power supplies shall be supported on the base to support redundant power supplies or for more backplane current capacity.  

The power supply shall be modular in design, separate from the CPU and baseplate for easy replacement in the unlikely event of failure.

The power supply shall have a ON/OFF switch

8.7 Central Processing Unit

The CPU shall be offered, a modular type.  The CPU shall possess the capability to solve application logic, store the application program, store numerical values related to the application processes and logic, and interface to the I/O systems. The CPU shall need no additional modules to provide at least the following advanced programming features: Floating Point Math, PID, Modulo, Math, Double Precision math, Logical functions, Subroutines, Data Array Move and Indirect Addressing.

8.7.1 Modular CPU

The modular type CPU shall contain: A minimum Intel Celeron microprocessor operating at speeds no less than 300 MHz as the main processing element, memory mounted on the board.  A minimum of 10Megbytes of user memory shall be on board for user configurable application, data storage and documentation storage.

The modular type CPU shall contain a real-time calendar and clock that can be accessed by the user program. This Time of Day clock and calendar shall be battery-backed and maintain seven time functions: Year (2 digits), Month, Day of Month, Hour, Minute, Second, and Day of week.

The modular CPU shall execute Boolean functions at a rate of 0.3 microseconds per instruction or lower.

The modular CPU shall be capable of controlling up to 79 I/O slots of local I/O and up to 32,000 discrete I/O and 32,000 analog I/O remotely over Ethernet, Genius, Profibus or DeviceNet buses.

The modular CPU shall be able to support special functions such as High Speed Counter function, Axis Positioning function, field buses and Local Area Networking function.

The CPU shall be able to provide 2 serial ports, (1) 9 pin RS232 and (1) a 15 pin RS485 for communications.  

The modular CPU shall contain a battery slot to support backup power for the SRAM

A RUN ENABLED/RUN DISABLED/STOP switch shall be on the CPU behind a door for security.

LEDs on the CPU shall indicate the following:

· CPU OK

· RUN mode

· Outputs Enabled

· I/O Force

· Battery condition

· System faults

· Comm 1 activity

· Comm 2 activity

8.8 Multi-Discipline Controller Environment 

The controller shall be capable of supporting process, discrete, and motion applications at the same time.  

8.9 Controller System Diagnostics

8.9.1 Visual Diagnostics

Status of low or dead battery shall be indicated by a red Battery LED on the power supply module.

The diagnostic status of the fuses, for those discrete I/O modules containing fuses, shall be indicated by a red LED mounted on the top of the module. The red LED shall illuminate when a blown fuse condition is present.

8.9.2 Alarm Processor

The CPU shall contain an alarm processor that is special process controller feature designed to receive and process faults. The diagnostics shall provide information on the configuration and CPU, memory, communications and I/O status.

The alarm processor function shall log I/O and system faults in two fault tables that shall be accessible for display on the PC compatible programming software screen or uploaded to a host computer or other coprocessor.

The alarm processor shall maintain the states of up to 128 discrete system diagnostic bits to be read by a host or incorporated as contacts into the ladder program for customized diagnostic routines.

Each fault table shall have a total capacity of 32 faults.  The last 16 entries shall maintain the latest 16 faults. The first 16 shall be kept unchanged.

Faults may be cleared by the user by way of a programmer. Provision shall be made by way of passwords to protect these faults from unauthorized clearing.

8.9.3 Alarm Features

The alarm processor shall report three types of fault action; fatal, diagnostic, or informational, and the CPU shall respond as follows:

Fault Action
Fatal
Diagnostic
Informative

CPU Enters STOP Mode
Yes
No
No

Set Diagnostic Bit
Yes
Yes
No

Logged In Fault Table
Yes
Yes
Yes

When an I/O fault occurs, the alarm processor shall report the rack and slot location of the fault, the condition, the address and the circuit number if appropriate.

When modular CPU is used, this alarm processor function shall have the capability to time-stamp system faults for future references.

8.10 Controller System Security

8.10.1 PLC Memory Protection

The process controller shall have 4 levels of security or password privilege levels to prevent unauthorized changes to the contents of the process controller. These built-in privilege levels shall be set in the programming software or with the Hand-Held Programmer and shall impose the following constraints:

Level
Constraint






     1
Read process controller data only (except passwords)

     2
Write to any data memory

     3
#2 and write to all configuration or logic in STOP mode

     4
#3 and write to logic in STOP or RUN mode 
(on-line change) and password  level access.

8.10.2 There shall be one password, one to four ASCII characters in length, for each privilege level in the PAC, and the same password can be used for more than one level.

8.10.3 Any attempts to access or modify information in the process controller without the proper password privilege level shall be denied.

8.10.4 Subroutine Password

The process controller shall have a software OEM key that allows users to control access to each subroutine in the relay ladder program.

OEM Program Protection

The process controller shall have a software OEM key that allows users to protect the resident program from unauthorized reads and writes.

8.11 CPU Memory

8.11.1 Memory Capacity

The process controller shall supply a modular design CPU that contains at least the following:

· 10Megbytes for application programming

· Configurable up to 5Meg 16-bit registers for register and data usage 

· Up to 32K control relays internal battery backed

· Up to 32K bits for discrete inputs

· Up to 32K bits for discrete outputs

· Configurable up to 32K 16-bit registers for analog inputs

· Configurable up to 32K 16-bit registers for analog outputs

All application memory shall be available to the user program. Executive level operations performed by the CPU shall not consume application memory.

8.11.2 Memory Storage

The register values and the application program shall be stored in battery backed, SRAM. The application program and system configuration shall also be stored in FLASH memory if so selected.

There shall be a long-life Lithium battery used to maintain the contents of the CMOS RAM memory in the CPU.

There shall be an easily accessible battery compartment in the CPU with dual battery connectors. The battery shall be replaceable with power applied to the process controller and without removing the CPU.

An LED shall provide visual indication of the battery condition. Additionally, a low battery condition shall be alarmed with a system diagnostic bit.

The CPU shall allow resident user program to be maintained in the CPU without power applied. Two levels of maintainability shall be provided, short duration and long duration.

For short duration, the program shall be maintained by a hi-capacity capacitor for a period of no less than 1 hour. This allows adequate time for replacing the battery in the power supply module, should the external supply to the CPU be interrupted.

For long duration, the CPU module shall maintain its contents by using the battery. This allows the CPU module to be shipped via surface mail. This method may be achieved by providing internally mounted battery. If the CPU module does not have an internal battery then an external battery board may be used. 

The CPU shall calculate the application program checksum at the end of every sweep. A complete checksum calculation for a program may take several sweeps. A fixed number of program memory checksum shall be calculated each sweep. This number is configurable by the user. If the calculated checksum does not equal the reference checksum, a fault shall be recorded, and the CPU mode will change to STOP.

The memory on the CPU shall be capable of storing support documentation such as Word, Excel, CAD and other files in both battery backed SRAM or FLASH.  

8.12 Discrete I/O

8.12.1 Modularity

Interface between the process controller and user supplied input and output field devices shall be provided by rack type I/O modules.

8.12.2 Configuration

There shall be an expandable system.

An expandable I/O system shall be supported by a dual slot modular CPU, and shall accommodate up to 8 total racks or 79 I/O slots up to a total distance of 50 feet with the standard expansion racks and 700 feet with the remote expansion racks.

Serial expansion I/O racks shall be connected to the CPU rack via a high speed serial interface cable. The receiver shall be contained within the expansion baseplates eliminating the requirement for additional communication modules.

Ethernet expansion racks shall be connected via a 10/100Mbs Ethernet, RJ-45 connection.  The Ethernet network interface unit shall reside in the rack using the same I/O that is compatible with the controller.  The Ethernet network interface unit shall support the following:

Built-in switch to allow daisy chain connection to the next Ethernet network interface unit.  

Support redundant controllers with automatic switch over.

Ethernet network interface unit shall support up to 79 I/O modules per drop with local expansion.

8.12.3 I/O Addressing

I/O reference addressing for each I/O module shall be assigned through the use of the PC compatible configuration and programming software or the hand held programmer. There shall be no jumpers or DIP switch settings required to address modules.

The circuit status of each I/O point on a module shall be indicated by a green LED mounted at the top of the module. These LED’s must be visible through a clear plastic lens. Each LED shall illuminate a letter and number which corresponds to the energized I/O circuit.

Addressing of all references including I/O must be represented as a Decimal Based number.

8.12.4 Construction

Terminal blocks shall be easily removable, and common to all discrete and analog I/O to allow for convenient pre-wiring of field devices.

Each I/O module shall contain a hinged, clear plastic, terminal block cover (door) with a removable label.

The inside of the label shall have the module description, catalog number, and circuit wiring diagram for that module type, and the outside of the label shall have a user legend space to record circuit identification information.

The label shall have color coding for quick identification of the module as high voltage (red), low voltage (blue), or signal level (gray) type.

8.12.5 Electrical Specifications

I/O modules shall be designed for 1500 volt isolation between the field wiring and the system backplane.

8.12.6 Input Specifications

The 120 Volt AC input module shall accommodate an input voltage range from 0 to 132 volts.

The 240 Volt AC input module shall accommodate an input voltage range from 0 to 264 volts.

The 24 Volt DC positive and negative logic input modules shall accommodate an input voltage range of 0 to +30 volts DC.

The 125 Volt DC input module shall accommodate an input voltage range from 0 to 150 volts.

Availability of Input Modules

As a minimum, the following discrete input modules shall be available:

Description 
Points/Module

Input Simulator
8, 16

120 Vac Isolated Input
8, 16

240 Vac Isolated Input
8

120 Vac Input
16, 32

48 Vdc Positive/Negative Logic Input
16

24 Vac/Vdc Negative Logic Input
16

24 Vdc, Positive/Negative Logic Input
8, 16, 32

24 Vdc Positive/Negative Logic Input,
16
(1ms response)


125 Vdc Positive/Negative Logic Input
8

5/12 Vdc Positive/Negative Logic Input (TTL)
32

8.12.7 Output Specifications

Discrete AC output modules shall have separate and independent commons allowing each group to be used on different phases of AC supply.

Each discrete AC output shall be provided with an RC snubber to protect against transient electrical noise on the power line.

Discrete AC outputs shall be suitable for controlling a wide range of inductive and incandescent loads by providing a high degree of inrush current (10x the rated current).

Discrete DC output modules shall be available with positive and negative logic characteristics in compliance with the IEC industry standard.

Discrete DC output modules shall be provided with at least eight output points in a group with a common power input terminal per group.

Discrete DC output modules shall be compatible with a wide range of user-supplied load devices, such as: motor starters, solenoids, and indicators.

A 2 Amp relay output module shall be capable of supplying 2 Amps resistive maximum load per output and 4 amps resistive maximum load per group of 4 outputs.

A 4 Amp relay output module shall have 8 isolated outputs per module and shall be capable of supplying 4 amps resistive maximum load per output and 32 amps resistive maximum load per module.

Availability of Output Modules

As a minimum, the following discrete output modules shall be available:

Description
Points/Module
Fuse Rating
# Fuses/Module

120 VAC, 0.5A (2 groups)
12, 16
3A
2

120/240 VAC, 1A (2 groups)
8
3A
2

120/240 VAC Isolated, 2A
5
3A
5

48VDC Positive Logic, 0.5A 
8
0.5A 
2

12/24 VDC Positive Logic, 2A 
8
5A 
2

12/24 VDC Positive Logic, 0.5A 
8, 16, 32
N/A
0

12/24 VDC Negative Logic, 2A
8
5A
2

12/24 VDC Negative Logic, 0.5A
8, 16
N/A
0

125 VDC Positive/Negative Logic, 1A
6
N/A
0

5/12/24 Vdc Negative Logic, 0.5A
32
N/A
0

Relay, Normally Open, 2A (4 groups)
16, 24
N/A
0

Relay, Normally Open, 4A Isolated
8, 16
N/A
0

Relay, Isolated, 4 Normally Closed,
8
N/A
0

Normally Open (Form B & C) 8A
8

Solenoid Valve Output  (Pneumatic)
11
100 psi
0

Availability of Mixed I/O Modules

As a minimum, the following discrete output modules shall be available:

Description
Points/Module

24 Vdc Input, Relay Output
8 in, 8 out

120 Vac Input, Relay Output
8 in, 8 out

8.13 Analog I/O

8.13.1 General Specifications

For the conversion of analog to digital and digital to analog conversion required by an application, the following shall be available:

8.13.2 Analog Voltage Input

The analog voltage input module shall be capable of converting 8 or 16 channels of inputs in the range of 0 to 20mA, 4 to 20mA, 0 to 5 volts, 1 to 5 volts, -5 volts to 5 volts, 0 to 10 volts, and -10 to +10 volts.  Each channel is configurable.

A 8 channel analog input module shall be available to support on a per channel basis any combination of the following:

· Thermocouple Inputs: B, C, E, J, K, N, R, S, T

· RTD Inputs: PT 385 / 3916, N 618 / 672, NiFe 518, CU 426 

· Resistance Inputs:  0 to 250 / 500 / 1000 / 2000 / 3000 / 4000 Ohms

· Current: 0–20 mA, 4–20 mA, +20 mA

 Voltage: +50mV, +150 mV, 0–5 V, 1–5 V, 0–10 V, +10V  

Resolution of the converted analog voltage input signal shall be 16 bits binary.

All of the channels of converted analog voltage input signals shall be updated each scan into a dedicated area of data registers in a 16-bit 2’s complement format.

The conversion speed for all of the analog input channels shall be configurable via filtering from 14 milliseconds and no greater than 490 milliseconds.

The module shall support the following diagnostics:

· Open-circuit detection

· High alarm, low alarm, high-high alarm, low-low alarm detection and reporting
· Positive and negative Rate of Change Alarms
· Module fault reporting 
· Configurable CPU interrupts for channel alarms and faults

· Supports diagnostic point fault contacts in the logic program.

The module shall support user-defined scaling

8.13.3 Analog Voltage Output

The analog voltage output module shall configurable per channel to be capable of converting 4 or 8 channels of digital data to analog outputs in the range of 0 to 10 volts, -10 to +10 volts, 0 to 20ma and 4 to 20ma.

Resolution of the converted output signal shall be 16 bits.

All channels of analog output data shall be updated each scan from a dedicated area of data registers in a 16-bit 2’s complement format.

The analog output module shall support Clamping to prohibit invalid control ranges.

Configurable to Hold Last State or Output Defaults

Ramp rate option for normal operation and during fault operation.

8.13.4 Analog Combination

The analog combo module shall be capable of converting 4 channels of analog inputs to digital data and 2 channels of digital data to analog outputs.

All channels are configurable for 0-20ma, 4-20ma, 0-+10V, and -10-+10V.  Resolution of the converted input signals shall be 12 bits and output signals shall be 16 bits.

All channels of analog  data shall be updated each scan from a dedicated area of data registers in a 16-bit 2’s complement format.

The analog outputs shall be configurable to default to 0 volts or hold-last-state in the event of a CPU failure.

8.13.5 Module Availability

As a minimum, the following analog modules shall be available:

Description
Channels/Module

 Voltage/Current
8, 16

Voltage Analog Input
4, 16

Voltage/Current Input
8, 16

Voltage/Current Output
4, 8

Current Analog Output
2, 8

Voltage Analog Output
2, 8

Universal Analog In
8

V, C, RTD, TC, Strain


Combo Analog Inputs/Outputs
4/2

8.14 Specialty Modules

8.14.1 Temperature Control Module

A specialized temperature control module shall be available to accommodate applications where precise temperature control is needed.

The temperature control module shall support auto-tuning, closed looped PID control, and open looped manual control. 

The temperature control module shall provide eight thermocouple inputs, 1 RTD input, and 8 PID-controlled output channels for controlling heaters.

The temperature control module shall provide alarms indications for each status zone, voltage failure, open or reversed thermocouple, compensation temperature error, high or low temperature, high or low temperature deviation, and open channel short circuit.

8.14.2 Motion Control

Specialized analog and digital motion control modules shall be available to perform 4 axes of closed or open loop servo control. These modules shall support encoder feedback with analog (up to 4 axis) or digital (up to 2 axis) output for velocity command.

The positioning mode shall support linear and S curve acceleration and deceleration.

The modules shall provide user-defined control inputs and outputs for application such as torque follower and flying cut-off applications.

The modules must have user defined inputs and outputs, an English-language programming software, and automatic data transfer of data between process controller and axis positioning module with no user programming.

The positioning mode shall have a powerful instruction set, that includes absolute or incremental move, wait to move, dwell, conditional jump and subroutine functions.

The modules shall provide non-volatile program storage without the use of battery or super capacitor.

The follower mode shall provide either parallel or cascade operation from a single master.

The follower mode shall provide a selectable master source of encoder, analog, or internal time base.

The single axis module shall have a position loop update time of not more than 1 msec. The dual axis module shall have a position loop update time of not more than 2 msec. per axis.

8.14.3 High Speed Counter

A specialized high speed counter option module shall be available to accommodate applications where pulse input rates exceed the input capability of the PAC.

The high speed counter module shall provide direct processing of rapid pulse signals up to 80 KHz in frequency.

The high speed counter module shall be configurable as four independent counters counting either up or down, two independent bi-directional counters, or one counter that can calculate the difference between two changing count values.

Third-Party Modules

8.14.4 Specialty I/O and Communications

Based on open architecture specifications of the vendor and explicit permission of the vendor, specialty module shall be available such as PID, Co-processor, stepper, etc.

Complete documentation, kits for building modules, and engineering resource shall be available for the 3rd party based on the type of development.

8.15 Communications

8.15.1 Peer/Peer Communications

A specialized option module shall be available that will allow the process controller to communicate on a token passing peer-to-peer, noise immune network providing high-speed transfer of control data.

The specialized communication module shall be configurable to broadcast data to and receive data from up to 31 other devices on a network automatically and repeatedly from a shared and dedicated database in RAM memory.

The communication medium for this specialized network shall be a high energy and noise immune single shielded twisted pair cable transmitting data at an adjustable rate of up to 153.6 Kbaud. The distance of the communication shall be up to 7500 ft at a lower baud rate.

8.15.2 Master/Slave Communications

The module shall provide 3 distinct communication protocols, 

There shall be a module that allows the process controller to act as a master in a communication scheme that allows the process controller to interrogate other process controllers for data.

There shall be 2 ports provided on the module, thus allowing more than one task to run at the same time. The two ports can be configured as communication ports in any combination.

8.15.3 PLC and CNC I/O Interface

The I/O Interface shall provide an interface between the process controller and a CNC, allowing a CNC to control 64 I/O points on the process controller .

8.15.4 Client/Server Interface

There shall be a module that provides CLIENT/SERVER with PEER to PEER communications over Ethernet TCPIP.

Each CPU system and special module shall support up to 32 simultaneous connections.

8.15.5 Network Communications Interface Modules

Manufacture of process controller shall provide Ethernet, Profibus and DeviceNet master and slave network modules.  These modules shall be tightly coupled with the system including the integration of the configuration in the control software and firmware.

The controller shall be able to support up to 3 network communications modules per system of various types.

9 VME Backplane Controllers 

9.1 System Architecture

The system shall be an open micro-processor, VME based system with a standard operating system and a process controller application execution engine.  An expansion bus must be available for connecting to standard communications networks.  Built in Serial and Ethernet ports shall also be available. 

· The system shall have the ability to add 3rd party VME modules in the rack.

· The system will be shipped ready for use.  The ports communication settings will be set using the operating system.  

9.2 Operating System 

The operating system shall be VXWorks or Microsoft CE.  This is a full 32-bit operating system that is standard 

9.3 Development and Run Time system 

The system shall include a run time engine for execution of automation applications.

The development system is a tool, which fully integrates control, motion, and visualization.  This tool shall be a Windows base environment.  The development environment must share the same set of tools, providing a consistent user interface throughout the development process.  The system shall provide drag-and-drop capabilities between tools and editors. 

The development system shall be scalable across a full range of control, motion, OI, and HMI applications.

9.4 Networking

9.4.1 Ethernet

The system shall be capable of supporting the following Ethernet features:

· Data exchange using Ethernet Global Data (EGD)

· TCP/IP communication services using SRTP

· Full process controller programming and configuration services 

· Comprehensive station management and diagnostic tools

· Extends the connectivity of a control with IEEE 802.3 CSMA/CD 10Mbps and 100Mbps Ethernet LAN ports.

· The Ethernet Interface contains two full-duplex 10BaseT/100BaseT/TX (RJ-45 Connector) ports with an internal network switch providing auto-negotiated network speed, duplex mode, and crossover detection.

· Use of BaseT permits direct connection to BaseT (twisted pair) network hub or repeater without an external transceiver.

· Firmware is pre-loaded for easy installation and is maintained indefinitely; firmware is easily upgraded in-system through the CPU serial port using a simple loader.

IEEE 802.3 Media – The Ethernet interface can operate directly on 10BaseT/100BaseTX media via its network ports. These media are described below. 

10BaseT: 10BaseT uses a twisted pair cable of up to 100 meters in length between each node and a hub or repeater. Typical hubs or repeaters support 6 to 12 nodes connected in a star wiring topology. 

100BaseTX: 100BaseTX also uses a cable of up to 100 meters in length between each node and a hub or repeater. The cable should be data grade Category 5 unshielded twisted pair (UTP) or shielded twisted pair (STP) cable. Two pairs of wire are used, one for transmission, and the other for collision detection and receive. Typical hubs or repeaters support 6 to 12 nodes connected in a star wiring topology.

9.4.2 Control Memory Xchange

The system must support integrated Control Memory Xchange communications from Control to Control and to other 3rd party devices.  

Control Memory Xchange has the following features:

· 2.12 gigabaud

· Transfer rates of 43 Mbyte/s to 174 Mbyte/s 

· 256 nodes in a ring

· Multi-Mode fiber up to 300m 

· Data insertion technique

· Easy to use - Just Memory, Read it & Write it

· Writes are stored in local RAM & immediately broadcast to other nodes

· Each network node has a local copy of all the data

· Reads access the local data copy

· Supports16mb initially of on board memory

· Real-time deterministic data delivery

· Data can be shared among systems regardless of processor type, operating system, bus structure

· Addition modules available for:

3rd party standard VME systems

PCI based systems

Systems requiring beyond 300m up to 10Km

9.4.3 Other Communication Options

The system shall be capable of expansion to support Fieldbus communication configurations:

· GE Fanuc Series 90-70 Parallel I/O

· Ethernet 

· GE Genius

· DeviceNet Master

· PROFIBUS Master

· ControlNet

The system shall be capable of supporting the following Serial communication configurations:

· COM1 – General purpose bi-direction serial data channel supporting EIA232C and EIA485 electrical standards

· COM2 - General purpose bi-direction serial data channel supporting EIA232C electrical standards

The system shall be capable of supporting the following serial network Protocols:

· Modbus RTU Slave

· GE Fanuc SNP, SNP-X

· Modbus RTU

9.5 Performance

Controller execution lowest period
1ms

Redundancy supported with low overhead
Yes

Remote I/O with variety of networks
Yes

Peer to Peer preferred update rate (50,000 tags)
1ms

Typical input rate
25ms

High density analog input rate
100ms

High speed digital input rate
1ms

RTD/Thermocouple
50ms

SOE (64 points)
1ms

9.6 Mechanical

The system shall consist of rigid components designed specifically for industrial environments.  A complete system shall consist of one or more racks containing I/O modules, interconnected by power and data cables.

9.7 Packaging

All components shall be housed in structurally secure racks which can mounted local or remote.

The controller CPU shall be modular.  When mounted on the system rack, the CPU shall not occupy more than one available slot.

The I/O system shall be modular.  Each module shall consist of one or more printed circuit boards attached to a durable plastic face assembly.  When mounted on the system rack, most I/O modules shall not occupy more than one available slot.  

There shall be a main rack with slots that are half as wide, for a total of 17 half-width slots for a 19in mount or 9 half-width slots for a small enclosure. This rack will accommodate a wide range of modules that meet the Versa Modular Eurocard (VME) standard.  

There shall be two sizes of expansion racks available.  One shall hold up to 8 I/O modules and the other shall hold up to 4 I/O modules. In addition, the rack shall also hold a power supply and local interface module.  A second version of the nine slot rack shall be available with slots that are half as wide, for a total of 17 half-width slots. This rack will accommodate a wide range of modules that meet the Versa Modular Eurocard (VME) standard.

Racks shall be available for installation directly in a standard 19" rack or alternatively, flush or surface mounted.

Each I/O module shall be mechanically keyed to prevent the accidental interchange of one I/O module type for another.

Racks shall be available for standard rear I/O connection for Versa Modular Eurocard (VME) standard  P2 type connections.

Remote I/O shall be mounted on din rail.

9.8 Durability

All cables furnished by the manufacturer shall be constructed so as to withstand, without 
damage, all normal use and handling.

9.9 Parts Interchangeability

In order to minimize spare parts stocking requirements, the controller family shall have a high degree of interchangeability.

The system shall incorporate a modular design using plug-in assemblies.

Wherever possible, all assemblies and sub-assemblies performing similar functions shall be interchangeable.

The system design shall accommodate the replacement of assemblies without having to disconnect field wiring.  Universal removable terminal strips shall be available to connect field wiring to the individual circuit board assemblies.

Universal module faceplates with color-coded, slip-in labels shall be available. The outside label features both color-coding for module specification and labeling space for  I/O point identification. The inside label shall feature a detailed wiring diagram complete with the module catalog number and description.

All major assemblies and sub-assemblies, circuit boards, and devices shall be identified using permanent labels or markings, each of which indicates the manufacturer's catalog number and a product manufacturing date code.

9.10 VME Compatibility

The process controller system backplane shall accept the integration of 3rd party VME modules with the particular characteristics of the Industrialized VME bus specification C.1.

9.11 Power Supply

A power supply for the CPU and Expansion racks shall be available for the following service conditions:

	Nominal
	Min. - Max.
	Frequency

	120/240 VAC
	90 - 264 VAC
	47-63 Hz.

	125 VDC 
	100 - 150 VDC
	N/A

	24 VDC 
	18 - 32 VDC
	N/A


9.12 Installation

Main Rack power supplies shall be available with the following power output (max at all outputs):

100W           
350W

5 VDC, 20A
5 VDC, 60A

+12VDC, 2A
+12VDC, 12A

-12VDC, 1A
-12VDC, 4A

Expansion rack power supplies shall be available with the following power output (max at all outputs):

55W    
100W

5 VDC
5 VDC, +/-12VDC
The power supply shall be modular in form with slide-in rack mount construction using PICMG 2.11 standard connector.

The power supply shall not consume an available I/O slot.

· Electronic short circuit overcurrent protection

· Electronic overvoltage and overtemperature fault protection

· Power Factor correction for AC operation

9.13 Central Processing Unit (CPU)

Provides the following features:

· Supports up to 10 Mbytes of battery-backed user memory.

· Provides access to bulk memory via reference table %W, which is configurable up to 4Mbytes (additional 4th qtr 2005).

· Contains 10Mbyte of non-volatile flash user memory (64Mbyte 4th qtr 2005).

· Configurable data and program memory.

· Supports auto-located Symbolic Variables that can use any amount of user memory.

· Larger reference table sizes include 32Kbits for discrete %I and %Q and up to 32Kwords each for analog %AI and %AQ.

· Supports Series 90-70 discrete and analog I/O, Genius Bus Controller and High Speed Counter.

· Supports high-density Series 90-70 I/O modules.

· Supports process controller data monitoring over the web. Allows a combined total of up to 16 web server and FTP connections.

· Supports up to 512 program blocks. Maximum size for a block is 128KB.

· Test Edit mode allows you to easily test modifications to a running program.

· Bit-in-word referencing allows you to specify individual bits in a WORD reference in retentive memory as inputs and outputs of Boolean expressions, function blocks, and calls that accept bit parameters. 

· Battery-backed calendar clock.

· In-system upgradeable firmware.

· Three serial ports: an RS-485 isolated serial port, an RS‑232 isolated serial port, and an RS-232 isolated Ethernet station manager serial port.

· The embedded Ethernet interface provides:

Data exchange using Ethernet Global Data (EGD)

TCP/IP communication services using SRTP

Full process controller programming and configuration services

Comprehensive station management and diagnostic tools

Two full-duplex 10BaseT/100BaseT/TX (RJ-45 Connector) ports with an internal network switch providing auto-negotiated network speed, duplex mode, and crossover detection.

High Level Diagnostics

The CPU shall support high level diagnostics in conjunction with the intelligent, distributed and each type I/O system.

9.13.1 Faults shall be handled by a built-in software utility which time-stamps, describes and logs I/O and system faults.
9.13.2 Fault information shall be respectively stored in either the I/O or process controller dedicated fault tables, which may be examined from the programming workstation operator interface or other host device.  Detailed information shall be available including an error code, default action, a description of the error and appropriate corrective action.

9.14 I/O System

There shall be two I/O systems available: one is a centralized, rack oriented design; the other is a highly distributed, intelligent I/O design.  Both I/O systems may be present and operating concurrently within a single CPU system.

9.14.1 The I/O system shall have the following addressing capabilities defined by the CPU model used:

	CPU Model
	Medium
	Large
	Very Large

	Discrete I/O
	512
	2K
	12K

	Analog I/O
	8K
	8K
	8K


9.14.2 I/O addresses shall be software configurable.  No dip switches or jumpers shall be required.

9.15 Rack Mounted I/O

I/O modules shall be installed in metal and plastic rack assemblies which are interconnected by I/O cables. There shall be two mechanisms by which racks communicate with the programmable controller CPU. One shall utilize a high speed, fully parallel interface. The other scheme shall utilize a high speed serial interface.

9.15.1 Parallel I/O Interface

The high speed parallel interface shall be capable of extending up to 50 cable feet maximum from the CPU using the same ground potential.

Parallel I/O communications shall include a parity check and shall monitor all connected bases for various types of faults.

System I/O status shall be displayed on LEDs which are present at each module.  Also, the status and faults shall be available to an optionally connected programming workstation.

9.15.2 Serial I/O Interface

The high speed serial interface shall be capable of servicing either rack mounted or block I/O up to 7,500 cable feet beyond the rack of origin. The system shall be able to support multiple remote I/O interfaces.

9.15.2.1 The I/O interfaces shall be interconnected using a twisted, shielded pair cable, as recommended by the manufacturer.

9.15.2.2 The data transmission rate shall be adjustable up to 153.6 Kbaud.  The communications shall use a high speed token passing network.

9.15.2.3 The Serial I/O interface shall be capable of supporting both discrete I/O block type I/O as well as modular rack type I/O in a distributed function on the same network.

9.15.3 Discrete I/O Family

In general, I/O modules shall be designed for 1500 volt isolation between the field wiring and the system backplane and for 500 volt isolation between fused groups.  As a minimum, the 
following I/O selections shall be available:

Input Modules                      
# CKTS

12 Vac                              
32

24 Vac                               
32

48 Vac                               
32

120 Vac                              
16

120 Vac                              
32

120 Vac, Isolated                    
16

240 Vac, Isolated                   
16

12 Vdc                         
32 (+/- Logic)

24 Vdc                         
32 (+/- Logic)

                                 
32 (+ Logic)

48 Vdc                        
32 (+/- Logic)

TTL                            
32 (- Logic)

125 Vdc                              
16

Output Modules                    
 # CKTS

120 Vac                         
32 (0.5 Amp)

                                 
16 (2.0 Amp)

120/240 Vac, Isolated           
12 (2.0 Amp)

12 Vdc                      
32 (0.5 Amp, + Logic)

5/48 Vdc                    
32 (0.5 Amp, - Logic)

24/48 Vdc                   
16 (2.0 Amp, + Logic)

                             
32 (0.5 Amp, + Logic)

Signal Relay                
16 (2.0 Amp : 240 Vac and 24 Vdc)

                   
16 (0.2 Amp : 48/125 Vdc)

The first input of DC input modules shall be software configurable as a CPU interrupt.

The filter time constant of DC input modules (TTL excluded) shall be selectable to either 1 or 10 msec.

The High Speed Counter shall accept up to four independent counters and four independent outputs.  The High Speed Counter will have the following counter functions:

· Type A

· Type B
· Type C

· Type D
· Type E

9.15.4 Analog I/O Family

As a minimum, the following I/O selections shall be available:

Description             Input Module (# CKTS)
Output Module (# CKTS)

High Level

0 to +10 Vdc            
8                   
4

-10 to +10 Vdc          
8                   
4

0 to +5 Vdc           
8                   
4

-5 to +5 Vdc            
8                   
4

4 to 20 mA             
8                   
4

Expansion

-10 to +10 Vdc           
16

+4 to +20 mA            
16

The modules shall have 1500 volt isolation, field wiring to system backplane.

All analog I/O shall be software configurable for range, fault reporting, alarm limits, and engineering scaling units on a channel-by-channel basis (except expansion modules, which shall be configurable on a module basis).

All I/O shall be mapped directly into dedicated analog I/O references.

Internal fault contacts shall be available in the ladder logic to alarm of analog error conditions.

Rack type analog I/O shall have an option to generate interrupts based on comparator values.

Input modules shall comply with the following:

Resolution:    
Voltage: 16 bits    
Current: 14 bits

Linearity:     
+/- 0.02% of full scale over entire range.

Temperature Coefficient: 
+/- 5 PPM per degree C typical

           
+/- 15 PPM per degree C maximum, voltage

                             
+/- 30 PPM per degree C maximum, current

Conversion Rate:    
2.4 to 2.8 msec for entire input module

Input channels shall be expandable to 120 input channels per 17-slot rack.

Output modules shall comply with the following:

Resolution:   
Voltage: 16 bits    
Current: 14 bits

Linearity:     
+/- 0.02% of full scale over entire range.

Temperature Coefficient:

Voltage:  
+/- 10 PPM per degree C typical

                             
+/- 20 PPM per degree C maximum

Current:  
+/- 10 PPM per degree C typical

                             
+/- 30 PPM per degree C maximum

Conversion Rate:   
2.0 msec for entire output module

9.15.5 Intelligent I/O Options

The programmable controller shall have intelligent I/O options available.

A specialized high-performance programmable microcomputer module shall be available to perform coprocessor functions.  The programmable coprocessor shall be programmed with a powerful BASIC or "C" language interpreter to perform data acquisition, data storage and retrieval, real-time computing, and operator interface functions. The programmable microcomputer module shall occupy one slot in a rack.  The programmable controller system shall be capable of holding up to 63 of these modules. The module shall have a minimum of 34 Kbytes of memory available for user programs and data storage.  This memory shall be expandable to 640 Kbytes of battery-backed CMOS RAM. Two serial communication ports shall be provided on the module to interface to external devices.  Both ports shall be software configurable to support either RS-232 and RS-422 cabling. The programmable microcomputer shall be dual tasking in order to perform communication (serial protocol) and BASIC tasks simultaneously on independent ports.  Tasking shall be software configurable to utilized as:

· One Communications Port

· Two Independent Communications Ports

· One Communications Port and One BASIC Applications Port

· Two Basic Applications Port

Other intelligent modules for process controller communication shall be available:

· SOE (64 points)

· TCP/IP Ethernet Interface

· RTU Protocol

· CCM Protocol

· Genius(
· Fanuc I/O Link

· Series 90 Protocol (SNP)

9.16 Distributed Intelligent I/O

9.16.1 The I/O system shall be of a modular design.  The modules shall, as much as possible, resemble terminal blocks commonly used in electrical panels.  The small form-factor of the I/O Blocks (as they will be referred to in the remainder of this section) will include an electronic design  that allows ease of installation and use in applications where a high degree of I/O distribution is desired.

9.16.2 In combination with the capability for I/O distribution the I/O system must offer unprecedented diagnostic capabilities for the system as a whole, for individual I/O Blocks and for individual circuits.  The diagnostics shall be selectable, but once selected shall function automatically without additional user programming.  Information provided by the diagnostics shall be made available to the user in English language message form.

9.16.3 The I/O Blocks shall have the capability to interface to at least the following common discrete control voltages:

· 115 Vac

· 125 Vdc (Sink or Source)

· 12/24/48 Vdc (Sink or Source)

· 5 Vdc Sink

and at least the following common analog control voltages or currents:

· 0 to 5 Vdc

· 0 to 10 Vdc

· -5 to +5 Vdc

· -10 to +10 Vdc

· 4 to 20 mA (1 to 5 Vdc)

Different control voltages may be handled by different types of I/O Blocks, but all I/O Blocks regardless of type shall use the same small form factor.

9.16.4 The following specialty I/O Blocks shall be available:

· Thermocouple

· High Speed Counter

· Power Monitor

· RTD

9.16.5 All addressing, option configurations and monitoring of all types of I/O Blocks shall be accomplished through a held device (referred to as Hand Held Monitor or HHM in the remainder of this section).

9.16.6 The Hand Held Monitor must be very portable and therefore shall be powered by rechargeable batteries.  Each I/O Block shall have a connector to accommodate the HHM.

9.16.7 HHM functions shall include but not be limited to the following:

· Monitoring I/O states

· Forcing I/O states

· Monitoring I/O faults (diagnostics)

· Clearing I/O faults (to reset circuit operation)

· Selection of display language

· Manual execution of HHM selftest.

· Selection of all configuration and diagnostics

· Execution of discrete I/O Block Pulse Testing

· Addressing of all I/O Blocks

· Monitoring of Communications bus status/parameters

· Monitoring of registers and I/O in the CPU.

9.16.8 Communications between the controlling CPU and the I/O Blocks shall be via a proven reliable, token-passing, peer-to-peer serial link with automatic CRC error checking.  The data communications baud rate shall be adjustable. A serial link is specified so that the physical connections between devices can be made with a shielded single twisted pair cable.

9.17 Remote I/O

9.17.1 I/O Types

The I/O System shall utilize standard I/O modules in standard I/O racks, on a high speed serial bus. A single bus controller in  the local I/O rack must be able to communicate with up to 30 remote racks.  In addition, it must be possible to place up to 31 bus controllers in a local I/O system.

9.17.2 Remote Racks and Bases

Each remote drop must be able to support:

· 1024 discrete I/O

· 64 analog I/O channels

· A programmable coprocessor module

· A graphic or pixel based operator interface module

· Up to seven expansion racks (total 8)

9.17.3 I/O Compatibility

The remote rack mounted I/O system must be completely compatible with the distributed intelligent I/O system, such that the two I/O systems can co-exist on the same bus.  All the communications and diagnostic functionality of the intelligent distributed I/O bus must be maintained on the remote I/O bus. 

9.18 High Availability

There shall be the capability for a high availability system with redundancy at all levels – controller, Ethernet to HMI visualization, and I/O.

The system shall consist of 2 CPU Systems connected with a high speed link that provides total synchronization and bumpless transfer of control.

9.18.1 The system must support Redundant IP for seemless Ethernet transfer between controllers.

9.18.2 The system must use integrated Control Memory Xchange for synchronization.

9.18.3 The system shall not penalize memory for redundancy

9.18.4 The system shall inflict only minimal overhead to the scan.

9.18.5 The system consists of the following features:

· CPU installation or removal shall not compromise the integrity of the system.

· Upon failure of a primary CPU, transfer of control to secondary CPU shall happen with a bumpless transfer of control as seen by the load.

· On-line repair capability with no degradation in system performance due to maintenance or repair.

· Same or different program in Primary or Secondary CPU for flexibility in case of failure.

· Symptom status bits and fault tables for ease of troubleshooting failures.

· Memory parity and checksums for system robustness.

· Wide range of I/O options as stated in I/O section of this document.

· Manual switching with push-button switch on Redundancy Communications Module for system.

· Support all variable types and 10mb memory.

· Support Floating Point Math.

· Single slot CPU

· Security for memory protection.

· Toggle for run and stop modes.

· Configurable data and program memory.

10 High-Availability Architecture 

10.1 General

This section of the specification covers requirements for the supply and fabrication of a high-availability process control system application. The intent of this section is to provide a guideline for specifying hardware, software and configuration architecture for small to mid-sized process control system, to monitor and control a manufacturing process or a facility. 

10.2 Key Features

· High-Availability and Reliability system (24 x 7), with ease of Maintenance and debugging capabilities.

· Ability to control and monitor the process from any Operator Console.

· Ability to configure and edit the process from any Engineering Workstation.

· High performance process controllers with IEC 61131 compliant language support and hardware fault tolerance.

· 100 Mbps Ethernet network with redundancy at the enterprise and device level network.

· Interface to Foundation Fieldbus (H1) and HART protocol devices

· Powerful high-availability fault-tolerant SCADA.

10.3 System Reliability

The system shall include Fault tolerance to assure that no processor component or communication failure anywhere in the system will cause the operator to loose control of, or status of the process. The system shall be provided with redundant processors, servers, power supplies and distribution for all control and communications functions.

10.4 System Hardware Requirements 

10.4.1 Process Controllers 

· The system shall offer high performance state of the art controllers such as GE Fanuc process controller System Rx7i technology.

· The controller shall be capable of executing IEC 61131 compliant languages (LD, FBD, IL & SFC) simultaneously in subroutine hybrid configuration.

· The controllers shall have VME backplane capable of supporting 3rd party intelligent master modules, such as; Foundation Fieldbus, Profibus, HART and Genius I/O.

· The controller shall support high-speed redundancy, with the secondary controller waiting in standby mode, mirroring the operation of the primary controller. The synchronization shall use reflective memory technology using fiber optic (for electrical noise immunity) to achieve lock-step execution and RAM memory image transfer for optimal performance. When a fault is detected, the standby controller shall take over the process without bump. The process shall continue uninterrupted; and the switch-over event and reason (if identifiable) shall be recorded and the operator notified. The system shall be designed such that failure of one processor shall not adversely affect the operation of the other processor. The controllers shall be equipped with a cold restart feature, ensuring that in case of power failure, the controller will restart without manual intervention.

· The process controller shall support Ethernet interface build into the CPU module to provide optimal throughput. The controller shall support 100BaseT network ports capable of communication speed of 100MB/second on Ethernet (IEEE 802.3) control network.

· The process controller Ethernet network shall support 100 Mbps EGD Ethernet I/O protocol for communicating across sub-system controllers and with visualization software of the system.

· Time required by controllers, to receive information from an input channel, solve logic, and sent data to an output channel, shall be within 100ms or less.

· The controller shall manage all control activities for the I/O interface and all communication functions for the communicating networks. 

10.4.2 Remote Rack I/O

· The process controller to remote I/O network shall support 100 Mpbs Ethernet for communication with EGD as the application level protocol.

· The remote I/O rack such as GE Fanuc 90-30 Rx3i ENIU based remote rack shall support dual RJ45 Ethernet ports for cable redundancy.

· Remote I/O rack shall communicate over Ethernet network with the controllers using GE Fanuc EGD Ethernet protocol for high-speed transfer.

· I/O level Ethernet network shall be dedicated and isolated via smart switches from plant level and other networks. 

· Remote discrete I/O shall be of 24VDC 16-pt module. Remote analog module shall be of 24VDC 4-20mA.

· Third party Foundation Fieldbus Link Device can be used to interface H1 type instrumentation to Ethernet I/O network.

· I/O on remote rack shall be hot-swappable.

· Remote I/O rack shall permit embedding of custom application logic, not exceeding 20K bytes in size, in individual remote racks. 

10.5 System Power Requirements 

The system shall operate from the following electrical supply: 

Input:
85Vac to 264Vac, 47HZ to 63HZ, single phase

10.6 System Environmental Requirements 

The system shall operate without de-rating in the following environment:


Hazardous Area Location:

ATEX Eex nA IIC T4


Field wiring:


ATEX 3G Iic T4 –nL


Temperature:


0 to 60 deg C (32 to 140 deg F)


Airborne Contaminants:

IAS-S71.04 – 1985 Airborne






Contaminants Class G2

10.7 Network Requirements 

· The system supervisory control network is the backbone of the system. The network shall be a dedicated and fully redundant IEEE 802.3 Ethernet system. The network will connect Engineering Workstation/s, Operator Console/s, any Database server/s and Controllers.

· Each Engineering Workstation/s and Operator Console/s shall be supplied with two Ethernet interface ports providing a redundant 100baseT connection to the supervisory network

· The system control I/O device network shall be a dedicated, fully redundant IEEE 802.3 Ethernet system. The network redundancy shall be of self-healing Ethernet topology using RSTP (Rapid Spanning Tree Protocol), RRP (Rapid Ring Protocol) or Trunk technology.

· In mission-critical applications, the system should be able to support dual network between the controller and remote nodes.

10.8 Operator Console Redundancy 

The system shall be designed such that the failure of an Operator Console shall not affect other Operator Consoles.  It shall also be designed that the screen displays from one console can be accessed from another to allow for continued supervisory control into the system in the event of the failure of a console.  

10.9 High Availability Ethernet Controller Architecture Diagram 
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